DISTRIBUTED CONTROL SYSTEM AND FILTERING 
METHOD USED IN THE DISTRIBUTED CONTROL SYSTEM 



CROSS REFERENCES TO RELATED APPLICATIONS 

[0001.] This is a continuation of application number 1 0/1 58,083 filed May 3 1 , 2002, 

which is a continuation of application number 09/353,552 filed July 14, 1999. 

BACKGROUND OF THE INVENTION 

[0002.] The present invention relates to a distributed control system in which a 

plurality of control apparatuses are connected to a common transmission line, and 
especially to a filtering method and a filtering circuit used in the distributed control 
system, for selecting and receiving messages transmitted on the common transmission 
line. 

[0003.] In a process automation system or a factory automation system, many 

apparatuses each of which includes a processor, what is called "field apparatus", are 
used for sensors to detect physical quantities such as pressure, temperature, or flow 
rate, motors to drive mechanical equipment, photo-sensors to detect positions. What is 
called a distributed control system controls an object system such as a plant by 
connecting the above field apparatuses, PCs (Programmable Controllers) for 
controlling the filed apparatuses, computers with input / output devices and display 
devices, and so on to a common transmission line so that those field apparatus, PCs, 
computers, etc., mutually send or receive messages via the transmission line. 

[0004.] In a distributed control system, for example, a physical quantity data from one 

sensor is simultaneously received by a plurality of motors, and each motor which has 
received the data independently executes processing by using the data from the sensor 
in real time. Therefore, data used for controlling of each field apparatus (referred to as 
a message) need to be transmitted in a very short time. Further, an extension or a 
change of a plant recently tends to be frequently carried out, which causes a frequent 
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change in the composition of the control system for a plant. Accordingly, the easiness 
in extending or replacing field apparatuses or PCs has been strongly desired. 

[0005.] To satisfy the above requirements for a distributed control system, a 

conventional distributed control system uses a content-code transmission method in 
which each message with a content-code indicating the content of data to be 
transmitted is broadcasted on a common transmission line, and each node connected 
to the transmission line selects and receives the broadcasted message based on the 
content-code attached to the message. An example of the content-code using 
transmission method is disclosed in Japanese Patent Application Laid-Open Sho. 56- 
1 1 1353. Further, a distributed control system using the content-code transmission 
method is disclosed in Japanese Patent Application Laid-Open Hen. 1-124050. In this 
distributed control system, a received message includes an identifier of the kind of this 
message (message for on-line control or test) in addition to a code indicating the 
content of data to be transmitted and a node sending this message. Each node 
determines whether or not a received message is to be stored in the node, based on the 
above message-sending conditions included in the message. 

[0006,] According to recent development of a semiconductor technology, an 

intelligent function of a field apparatus has made further progress. Thus, although a 
conventional field apparatus simply detects or measures a physical quantity, a newer 
type of field apparatus performs complicated processing such as a self-diagnosis, a 
feed-back control, and so on. Consequently, it is required that results of a self- 
diagnosis performed in respective field apparatuses are collected by a computer which 
is a host apparatus of the field apparatuses, a plurality of parameters are set to each 
field apparatus, and similar net- work processing. Accordingly, in addition to the 
conventional data transmission in which messages of short data length such as data 
used to control an object system such as a plant, (referred to as control data), are 
transmitted on a common transmission line connecting a host computer and field 
apparatuses in a short transmission time, it has been required that messages with a 
long data length and of types different from those of the above control data, (referred 
to as information data), which need not be always transmitted in a short transmission 
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time, are also transmitted along with control data on the transmission line in a recent 
distributed control system. 

[0007.J The above content-code transmission method is used to transmit control data 

to correspond to requirements of the easy extension and the synchronized data 
transmission of a distributed control system. On the other hand, since information data 
need not be simultaneously transmitted to a plurality of nodes, it is adequate to send 
information data by designating a message-receiving node, which is called a one-to- 
one transmission method. However, since the data length of information data is long, 
it takes much time for the node which has received the information data to process the 
information data, and the computing load of the node also increases. 

[0008.] In the content-code using transmission method in conventional techniques, 

data are broadcasted by attaching a content-code indicating the content of data to each 
data to be transmitted without designating a data-receiving node. Therefore, since data 
cannot be sent by designating the node receiving the data in the content-code 
transmission method, the content-code transmission method and the one-to-one 
transmission method cannot be used together. 

[0009.] Further, a distributed control system using the content-code transmission 

method has a problem in that since each control unit in the distributed control system 
receives all the message broadcasted on a transmission line, and determines whether 
or not each of the received messages is to be taken into the unit based on the attached 
content-code, the load for the transmission processing in each node is large. 
Especially, in a field apparatus performing component control and transmission 
processing with one CPU, if the load of the transmission processing to which the 
content-code transmission method is applied greatly increases, it affects processing of 
an application program to execute the component control. In the worst case, the 
timing or the period of the processing of an application program cannot be kept, 
which causes a failure in the normal control of a plant, etc. Furthermore, such a failure 
in the normal control frequently results in the serious deterioration in the safety of a 
plant or in the yield of a production line in a factory. 



SUMMARY OF THE INVENTION 

[0010.] The first object of the present invention is to provide a method and an 

apparatus resolving the above problems, in which transmission methods of different 
types such as the content-code using transmission method, the one-to-one 
transmission method, etc., can be used together, and data of different types such as 
control data, information data, etc., can be transmitted on the same transmission line. 

[0011.] The second object of the present invention is to provide a method and an 

apparatus capable of preventing increase of the load of transmission processing from 
affecting other processing such as execution of an application program. 

[0012.] To attain the first object, the present invention provides a first distributed 

control system in which a plurality of nodes are connected to a transmission line, each 
node controlling components connected to this node and transmitting a message to 
other nodes, 

[0013.] wherein each node sends a message including at least two message-sending 

condition-identifying portions, one of the condition-identifying portions including 
data indicating a message-receiving node or non-designation of a message-receiving 
node; takes in each of messages transmitted on the transmission line into a 
comparison and selection means provided in this node; and determines whether or not 
the taken-in message is to be received in this node. 

[0014.] In the first distributed control system, the determination of whether or not the 

taken-in message is to be received in this node is executed based on a corresponding 
situation between contents of the condition-identifying portions and data of message- 
receiving conditions registered in the comparison and selection means. 

[0015.] In the first distributed control system, by further providing a declaration region 

for describing a position of each condition-identifying portion and the length of data 
set to the condition-identifying portion in a message sent by each node, the number of 
the condition-identifying portions can be variably set. 

[0016.] Further, in the first distributed control system, the comparison-selection means 

includes registration parts for registering data of message-receiving conditions, at least 
tow registration parts for comparing contents of the condition-identifying portion in 
the taken-in message with the data of message-receiving conditions registered in the 
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registration parts, a received-message storing part for storing a message to be received 
in this node, a control part for determining whether or not the taken-in message is to 
be received in this node based on the result of comparison-processing performed in 
the comparison and selection means and for transferring the taken-in message to the 
received-message storing part if it is determined that the taken-in message is received 
in this node, otherwise, abandoning the taken-in message. 
[0017.] Furthermore, in the first distributed control system, the comparison and 

selection means includes registration parts for registering data of message-receiving 
conditions, at least tow comparison parts for comparing contents of the condition- 
identifying portions in the taken message with the data of message-receiving 
conditions registered in the registration parts, received-message storing parts of the 
same number as that of the comparison parts, for storing a message to be received in 
this node, a control part for determining whether the taken-in message is to be 
received in this node based a result of comparison and processing performed in the 
comparison and selection means, and for transferring the taken-in message to a 
corresponding one of the received-message storing parts if it is determined that the 
taken-in message is received in this node, otherwise, abandoning the taken-in 
message. 

[0018.] Additionally, in the first distributed control system, the comparison and 

selection means includes a plurality of base filtering circuits, each base filtering circuit 
one of comparing message-sending conditions set to a taken-in message from the 
transmission line with one of message-receiving conditions registered in advance and 
outputting the taken-in message if agreement is established in the comparison, and the 
at least two base filtering circuits are serially connected to each other in each set 
composed of at least two base filtering circuits. 

[0019.] Also, in the above distributed control system, the base filtering circuit includes 

an input-message storing part for including a message input from an external circuit, a 
registration part for registering message-receiving conditions, a comparison part for 
comparing a content of one of condition-identifying portions in the take-in message 
with the registered message-receiving conditions, a control part for determining 
whether or not the taken-in message is to be received in this node based on a result of 



the comparison, and an output-message storing part for storing a message to be 
received and for outputting the stored message to an external circuit. 

[0020.] On top of that, in the first distributed control system, each message includes an 

arbitration region composed of a condition-identifying portion indicating a data-kind 
and a condition-identifying portion indicating a message-sending node, and a data 
region composed of a condition-identifying portion indicating a message-receiving 
node and data to be transmitted; and a processor provided in each node includes a 
message storing part for storing a message taken-in from the transmission line, a first 
comparison part for performing comparison-processing for the arbitration region, a 
second comparison part for performing comparison-processing for the data region, 
and a control part for determining whether or not the message is to be received in this 
node based on results of the comparison-processing performed in the first and second 
comparison parts, and for transferring the taken-in message to be received in this node 
to the received-message storing part. 

[0021.] Also, in the above distributed control system, the arbitration region is arranged 

at top position of a message sent be each node, and the processor controls sending of a 
message to another node based on bit-configuration in the arbitration region of the 
taken-in message transmitted in a serial transmission manner. 

[0022.] Moreover, the present invention provides a second distributed control system, 

wherein a message sent by each node includes predetermined address data in each 
condition-identifying portion; a comparison and selection means provided in each 
node includes a message storing part for storing a message taken-in from the 
transmission line, a registration part registering a plurality of flags, a flag being 
attached to each address, a received-message storing part for storing a message to be 
stored in this node, and a control part for determining whether or not the taken-in 
message is to be received in this node; and the control part determines whether or not 
the taken-in message is to be received based on a flag attached to an address indicated 
by a content of each condition-identifying portion in the taken-in message, and the 
control part further transfers the taken-in message to the received-message storing 
part. 
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[0023.] Also, the present invention provides a third distributed control system wherein 

each node sends a message including at least two message-sending condition- 
identifying portions, one of the condition-identifying portions including data 
indicating a message-receiving node or non-designation of a message-receiving node; 
and a controller provided in each node includes a processor for controlling circuits in 
the controller and message-transmission with other nodes, a plurality of transmission 
processors, each transmission processor determines whether or not the taken-in 
message is to be received in this node based on a corresponding situation between 
contents of the condition-identifying portions and data of message-receiving 
conditions registered in this transmission processor, and a transceiver connected to the 
transmission line, for taking in each of messages transmitted on the transmission line 
and for sending the taken-in message to the transmission processors. 
[0024.] Next, to attain the second object, the present invention provides a method of 

message transmission performed by each node in a distributed control system in 
which a plurality of nodes are connected to a transmission line, each node controlling 
components in this node and transmitting a message to other nodes, the method 
comprising the steps of: 
[0025.] sending a message including at least two message-sending conditions by 

setting data indicating a message-receiving node or non-designation of a message- 
receiving node in one of the at least two condition-identifying portions,; 
[0026.] taking in a message from the transmission line; and 

[0027.] filtering the taken-in message, this step comprising the steps of: 

[0028.] checking for a corresponding situation between contents of the 

condition-identifying portions and data of message-receiving conditions registered in 
this node; and 

[0029.] determining whether or not the taken-in message is to be received in 

this node based on results of the checking. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0030.] Fig. 1 is a schematic block diagram showing the composition of a distributed 

control system of the first embodiment according to the present invention. 
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[0031.] Fig. 2 is a schematic block diagram showing an example of the composition of 

each processor in the distributed control system shown in Fig. 1 . 
[0032.] Fig. 3 is a schematic block diagram showing an example of the circuit 

composition of the filtering circuit shown in Fig. 2. 
[0033.] Fig. 4 is a schematic block diagram showing a part of the filtering circuit and 

an example of the data composition of the registration part shown in Fig. 3. 
[0034.] Fig. 5 shows examples of the contents of the comparison effectiveness setting 

register and the condition-identifying-portion information setting register provided in 

the control part shown in Fig. 4. 
[0035.] Fig. 6 is a flow chart showing operations of the filtering circuit of the first 

embodiment. 

[0036.] Figs. 7 A and 7B are an illustrations showing an example of the composition of 

the first embodiment and an example a format of a message used in this embodiment. 

[0037.] Figs. 8A and 8B are illustrations showing data-setting examples in the 

registration parts and the sent message, and data-setting examples of the comparison 
effectiveness setting register in each node in the first embodiment. 

[0038.] Fig. 9 is an example of the data composition of the registration part of the 

second embodiment according to the present invention. 

[0039.] Fig. 10 is a flow chart showing operations of each filtering circuit of the 

second embodiment. 

[0040.] Figs. 1 1 A and 1 IB are illustrations showing an example of the distributed 

control system of this embodiment and a format of a message used in the second 
embodiment. 

[0041.] Figs. 12A and 12B are illustrations showing data-setting examples, and 

comparison-processing examples which are carried out for examples of data-setting in 
the registration parts and the sent message in the second embodiment. 

[0042.] Figs. 13A and 13B are illustrations showing other data-setting examples of the 

registration parts and the sent message, and comparison-processing examples which 
are carried out for examples of data-setting in registration parts and the sent message 
in the second embodiment. 
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[0043.] Fig. 14 is a schematic block diagram showing an example of the circuit 

composition of each filtering circuit of the third embodiment according to the present 
invention. 

[0044.] Figs. 1 5 A and 1 5B are an illustrations showing an example of a distributed 

control system of the third embodiment, and a format of a message used in this 
embodiment. 

[0045.] Figs. 16A and 16B are illustrations showing data-setting examples in the 

registration parts and the sent message, and comparison-processing examples which 
are carried out for examples of data-setting in the registration part of the third 
embodiment. 

[0046.] Figs. 17Aand 17 are illustrations showing an example of another message 

format used in the third embodiment. 
[0047.] Fig. 1 8 is a schematic block diagram showing the composition of a distributed 

control system of the fourth embodiment according to the present invention. 
[0048.] Fig. 19 is a schematic block diagram showing the composition of each 

controller in the fourth embodiment. 
[0049.] Fig. 20 is a schematic block diagram showing an example the composition of 

each transmission processor in the controller shown in Fig. 19. 
[0050.] Fig. 21 is an illustration showing an example of the data composition in a 

register for storing the position of each condition-identifying portion in a message. 
[0051.] Fig. 22 is a flow chart showing operations of each filtering circuit in the fourth 

embodiment. 

[0052.] Fig. 23 is an illustration showing an example of the composition of the 

controller, and data-setting examples in the transmission processors of the controller 
and the received message in the fourth embodiment. 

[0053.] Figs. 24A, 24B, 24C, and 24D are illustrations showing the composition of the 

base filtering circuit, and examples of the data compositions in the registration part, 
the comparison-result setting register, and the register for storing the position of 
condition-identifying portions in a message, respectively, in the fifth embodiment 
according to the present invention. 
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[0054,] Fig. 25 is a schematic block diagram showing an example of the circuit 

composition in each filtering circuit of the fifth embodiment. 
[0055.] Fig. 26 is an illustration showing a result-setting example in each filtering 

circuit of the fifth embodiment. 
[0056.] Fig. 27 is a flow chart showing operations of each base filtering circuit of the 

fifth embodiment. 

[0057.] Fig. 28 is a schematic block diagram showing the composition of each 

controller in a distributed control system of the seventh embodiment according to the 
present invention. 

[0058.] Fig. 29 is an illustration showing the function of the controller shown in Fig. 

28. 

[0059.] Fig. 30 is a schematic block diagram showing the composition of each 

controller in a distributed control system of the eighth embodiment according to the 
present invention. 

[0060.] Fig. 31 is an illustration showing the function of the controller shown in Fig. 

30. 

[0061.] Fig. 32 is a schematic block diagram showing the composition of a distributed 

control system of the sixth embodiment according to the present invention. 

[0062.] Fig. 33 is an illustration showing an example of the data composition in a 

message frame. 

[0063.] Fig. 34 is a schematic block diagram showing the composition of each 

processor of the sixth embodiment. 
[0064.] Figs. 35A and 35B are illustrations showing an open-drain method and a 

priority-control method, respectively. 
[0065.] Fig. 36 is a schematic block diagram showing an example of the circuit 

composition of each filtering circuit in a distributed control system of the ninth 

embodiment according to the present invention. 
[0066.] Fig. 37 shows the data compositions in the registration parts A and B shown in 

the Fig. 36. 
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[0067.] Fig. 38 is a schematic block diagram showing the composition of another 

filtering circuit using a combination of an address-referring method and the condition- 
comparing method. 

[0068.] Fig. 39 is an illustration showing the data composition in the registration part 

A shown in Fig. 38. 

[0069.] Fig. 40 is an example of a truth-table used to determine receiving of a 

message. 

DETAILED DESCRIPTION OF THE EMBODIMENTS 

[0070.] Hereafter, details of the embodiments will be explained with reference to the 

drawings. 

The first embodiment: 

[0071.] Fig. 1 is a schematic block diagram showing the composition of a distributed 

control system of the first embodiment according to the present invention. Each of 
Processors 101 , 102, 103, is an element device of the distributed control system, 
which is connected to a transmission line 100, controls a component in this node, and 
processes transmission with other nodes. Further, each processor sends and receives 
messages via the transmission line 100. Although a bus-type transmission line is used 
as the transmission line 100 in this embodiment, any type transmission line such as a 
radio-transmission, an infrared ray transmission, etc., can be used. 

[0072.] The nodes including a processor, such as a general purpose computer, a field 

apparatus such as a process computer used for a process control, a work station, a 
personal computer, a PC (programmable controller), an intelligent I/O device, and so 
on can be connected to the transmission line 100. Further, this embodiment can be 
applied to a distributed control system composed of a plurality of nodes each of which 
includes a processor, such as a semiconductor production system, a home / building 
automation system, a medical system (for example, a blood automatic analyzer), etc., 
other than a process automation system and a factory automation system. 

[0073.] Fig. 2 shows a schematic block diagram of the composition of each processor 

in the distributed control system shown in Fig. L The composition of each processor 
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is explained below by taking the processor 101 as an example. The processor 101 
includes a CPU 201 which is a central processing unit to execute an application 
program for controlling a component in the self-node and performing transmission 
with other nodes, a ROM 202 which is a non-volatile memory storing programs 
executed by the CPU 201, a RAM 203 which is a volatile memory temporarily storing 
data, peripheral devices 204 such as a timer, a filtering circuit 205 for selecting and 
storing a message taken-in from the transmission line 100, and an internal bus 206 to 
which the above internal devices are connected, and is formed into an one-chip 
circuit. The internal devices in the processor 101 can transmit message to each other 
via the internal bus 206. 

[0074.] Fig. 3 shows a schematic block diagram of the circuit composition of the 

filtering circuit 205 shown in Fig. 2. The filtering circuit 205 takes in each of all 
messages transmitted on the transmission line 100. When the filtering circuit 205 
takes in a message 310, the filtering circuit 205 converts the message 310 transmitted 
in a serial-type data to a parallel-type data, and stores the converted message 310 in 
the message storing part 301 . The filtering circuit 205 determines whether or not the 
taken-in message 310 is to be stored by comparing message-sending condition- 
identifying portions (referred to merely as condition-identifying portions) 3001, 3002, 
and 3003 in the message with data registered in the registration parts 3021, 3022, and 
3023 in the comparison parts 3031, 3032, and 3033, respectively. 

[0075.] Fig. 4 shows a schematic block diagram of a part of the filtering circuit and an 

example of the data composition of the registration part shown in Fig. 3. In the 
registration part 3021, plural items of condition data (referred to as registered data) 
used to determine whether or not the taken-in message is to be received in this node. 
These registered data are stored, for example, by the CPU 201 via the internal bus 
206. Fig. 4 shows an example in which the registered data 1 (4001), 2(4002), 3(4003), 
and 4(4004) are stored in the registration part 3021. When the message 310 taken-in 
from the transmission 100 is stored in the message storing part 301, the comparison 
part 3031 compares the condition-identifying portion 401 (3001) in the message 310 
with the registered data 4001 - 4004 in turn, and determines whether or not the 
agreement is established. The position of the condition-identifying portion 401 
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(offset-position: the number of bits or bytes counted from the top of the message data 
to the position of the portion 401) and the size of the portion 401 (the number of bits 
or bytes composing the portion) are set in advance. Further, one comparison part 
performs the comparison-processing for one condition-identifying portion. 
[0076.] The result of the comparison performed by the comparison part 303 1 is sent to 

the control part 304. In the case shown by Fig. 4, the comparison part 3031 compares 
the condition-identifying portion 401 with the registered data 4001 - 4004 in turn, and 
if the agreement is established for one of the registered data 4001 - 4004, it is 
determined that the message-sending condition set to the portion 401 agrees with one 
of message-receiving conditions stored in the registration part 3021, and the control 
part 304 is informed of the establishment of the agreement in the comparison part 
3031. 

[0077.] In the explanation for operations of the filtering circuit 205 , it is assumed that 

the message 310 includes at least two condition-identifying portions. The message 
310 includes the three condition-identifying portions 3001 - 3003, and the three 
comparison parts 303 1 - 3033 are provided in the filtering circuit 205 in order to 
compare the three portions 3001 - 3003. One registration part is provide in each 
comparison part. The comparison part 3031 compares the contents of the condition- 
identifying portion 3001 in the message 310 with the registered data in the registration 
part 3021. In the same manner, the comparison part 3032 compares the contents of the 
condition-identifying portion 3002 in the message 310 with the registered data in the 
registration part 3022, and the comparison part 3033 compares the contents of the 
condition-identifying portion 3003 in the message 310 with the registered data in the 
registration part 3023. Each of the comparison parts 3031 -3033 informs the control 
part 304 of whether or not the agreement is established for one of the registered data 
in its registration part. 

[0078.] The control part 304 includes the comparison-effectiveness setting register 500 

and the condition-identifying-portion position setting register 510 which are shown in 
Fig. 5. The comparison-effectiveness setting register 500 is used to preset a flag for 
dealing with the result obtained in each comparison part as "effective" or "non- 
effective". In the register 500, flags of the same number as that of the comparison 
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parts are preset, each of which indicates "effective" / "non-effective" for the result 
obtained in a corresponding comparison part. Each of the flags 5001 - 5003 indicating 
"effective" / "non-effective" for respective comparison results is set for a correspond 
one of the comparison parts 3031 - 3033. If a flag indicating "effective" / "non- 
effective" for a comparison result is "non-effective", it is regarded that the agreement 
for a corresponding condition-identifying portion is always established regardless of 
the comparison-result actually obtained in a corresponding comparison part. 
[0079.] Further, the register 51 0 for setting the condition-identifying portion positions 

in a message is provided for registering the position and size of each condition- 
identifying portion in a message. Contents of the register 510 for setting the condition- 
identifying portion positions in a message are composed of the offset-positions in 
bytes, 5101, 5103, and 5105, and the number of bytes, 5102, 5104, and 5106. A pair 
of the offset-position in bytes and number of bytes of each portion corresponds to each 
comparison part by one-to-one. That is, the offset-positions in bytes, 5101, 5103, and 
5105 and the number of bytes, 5102, 5104, and 5106, correspond to the comparison 
parts 3031, 3032, and 3033, respectively. The offset-position in bytes indicates the 
position of the first byte in each condition-identifying portion counted from the top of 
a message in bytes. Also, the number of bytes indicates the size of each condition- 
identifying portion counted in bytes. Although the position and the size of each 
condition-identifying portion in a message is indicated in bytes in this embodiment, 
they can be indicated in bits if they cannot be expressed in bytes. The offset-position 
in bytes and the number of bytes of each portion is set to the register 510 for setting 
the condition-identifying portion positions in a message, for example, by the CPU 
201. 

[0080.] The control part 304 stores the input message 3 1 0 in the received-message 

storing part 305 if comparison-results in all the comparison parts indicate 
"agreement". Here, although the received-message storing part 305 is a FIFO-type 
memory which can store a plurality of messages, and the stored message can be read 
out in turn by the CPU 201 via the internal bus 206, an overwrite-type memory in 
which a message is over- written, and only the latest message is stored, can be used for 
the received-message storing part 305. The message stored in the received-message 
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storing part 305 is read out by the CPU 205 via the internal bus 206, and is processed 
by a program executed in the CPU 201 . If any one of the comparison parts outputs the 
comparison result of "disagreement", the message 310 stored in the message storing 
part 301 is abandoned. 

[0081.] Moreover, a message can be transmitted by the filtering circuit 205. When a 

message is transmitted from each processor, the CPU 201 stores the message to be 
sent in the sent-message storing part 306 via the internal bus 206. If a message is 
stored in the sent-message storing part 306, the filtering circuit 205 sends the message 
to the transmission line 100. 

[0082.] Fig. 6 is a flow chart showing operations executed the filtering circuit when a 

message is taken into the message storing part. If a message is taken-in from the 
transmission line 100 (step 601), in step 602, the filtering circuit 205 stores the 
message in the message storing part 301 . In step 603, each comparison part in the 
filtering circuit 205 reads the content of a condition-identifying portion in the taken-in 
message, the portion being allocated to this comparison part. If at least one registered 
data exists in the registration part corresponding to the comparison part (step 604), in 
step 605, the comparison part reads one item of data in the registration part, and in 
step 606, compares the read item of data with the content of condition-identifying 
portion. If the agreement is not established in the comparison (step 606), in step 604, 
the comparison part checks whether or not any further item of data exists in the 
registration part. On the other hand, if the agreement is established (step 606), in step 
607, the comparison part informs the control part 304 of the agreement. If any item of 
data does not remain in the registration (604), in step 608, the comparison part 
informs the control part 304 of the disagreement in the comparison for the present 
condition-identifying portion in the message. The processing of steps 603 - 608 is 
executed in parallel by all the comparison parts 3031 -3033. When the control part 
304 receives the comparison results from all the comparison parts 3031 - 3033, in step 
609, the control part 304 checks whether or not each of the comparison results in the 
comparison parts corresponding to flags which are set as "effective" in the 
comparison effectiveness setting register 500 indicates the agreement. If all the above- 
checked comparison results indicate the agreement, in step 610, the message stored in 
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the message storing part 301 is transferred to the received-message storing part 305. 
Conversely, if any one of the comparison results indicates the disagreement, in step 
61 1, the message stored in the message storing part 301 is abandoned. 

[0083.] Figs. 7 A and 7B shows an example of the system composition of the first 

embodiment and an example of a message format used in this embodiment. A 
computer A 701, a computer B 702, and devices A 703, B 704, and C 705 provided at 
site-points A, B, and C, respectively, are connected to the transmission line 700. The 
devices A, B and C are a sensor, a motor, and so on, each device including an input / 
output (I/O) circuit and controlling a plant. In Fig. 7A, the device A 703 is a sensor for 
detecting the position of an object, and the devices B 704 and C 705 are motors. 

[0084.] The device in each node sends a message 750 with the same format to the 

transmission line 700. The message 750 is composed of a data-kind identifier 751, an 
identifier 752 of a message-sending node, an identifier 753 of a message-receiving 
node, and data 754 to be transmitted. As data 754 to be transmitted, information data 
such as a sentence are mainly transmitted among computers, and control data such as 
a sensor-data are mainly transmitted among devices. 

[0085.] Here, it is assumed that the computer A 701 receives and processes 

information data such as sentence data, image data, voice data, etc., the device B 704 
receives control data such as a sensor-data sent from the device A 703, and drives a 
motor in this device, and that although the device C 705 receives control data such as 
a sensor-data, and controls a motor in this device, the device C 705 does not receive a 
sensor-data sent from the device A 703. Figs. 8 A and 8B shows examples of data set 
to the comparison effectiveness setting registers and examples of data stored in the 
registration parts in the computer A 701 and the device B 704 in the case that the 
computer B 702 sends a message 710 including sentence data, the device A 703 
transmits a message 720 without designating a message-receiving node. 

[0086.] In the computer A 701, since specified kind of data are received, "effective (= 

1)" is set to a flag 801 indicating "effective" / "non-effective" for a comparison result 
corresponding to the data-kind identifier. Moreover, since the computer A 701 
receives sentence data, image data, and voice data, the computer A 701 registers data 
designating these kinds of data in the registration part 811. Further, since the 
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computer A 701 receives only a message addressed to the computer A, "effective (= 
1)" is set to a flag 803 indicating "effective" / "non-effective" for a comparison result 
corresponding to the identifier of a message-receiving node. Also, the computer A 701 
registers "computer A" indicating the self-node in the registration part 813. 
Furthermore, in order to receive a message sent from any node regardless of a 
message-sending node, "non-effective (= 0)" is set to a flag 802 indicating "effective" 
/ "non-effective" for a comparison result corresponding to the identifier of a message- 
sending node. Accordingly, even if any data is registered in the registration part 812, 
since a flag 802 indicating "effective" / "non-effective" for a comparison result 
corresponding to the identifier of a message-sending node is "non-effective (= 0)", the 
comparison result of this comparison part is always regarded as "agreement". By the 
above setting for the register 500 and the registration parts 81 1 - 813, the computer A 
701 can select and receive only sentence data, image data, and voice data. Although a 
series of letters is used as the registered data and the data of the condition-identifying 
portions in this embodiment, symbols or numerals representing the kinds of data, for 
example, 1 : sentence data, 2: image data, and 3: voice data, can be used as the kind of 
data. 

[0087.] Next, the device B 704 receives sensor-data and switch-data. Moreover, the 

device B 704 receives only data sent from the sensor (device A) at the site-point A, a 
sensor at the site-point D, and a switch at the site-point B, and drives the motor. 
Meanwhile, the sensor at the site-point D and the switch at the site-point B are not 
shown in Fig. 7 A. In the device B 704, since specified kinds of data are received, 
"effective (= 1)" is set to a flag 851 indicating "effective" / "non-effective" for a 
comparison result corresponding to the data-kind identifier. In this example, since the 
device B 704 receives only sensor-data and switch-data, the device B 704 registers 
data designating these kinds of data in the registration part 861 . Further, since only 
data sent from a specified message-sending node is received, "effective (= 1)" is set to 
a flag 852 indicating "effective" / "non-effective" for a comparison result 
corresponding to the identifier of a message-sending node. Also, in order to receive 
only data sent from the sensors at the site-points A and D, and the switch at the site- 
point B, the device B 704 registers the data designating these message-sending nodes 
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in the registration 862. Since control data are received by a plurality of nodes, control 
data are broadcasted without designating a message-receiving node. Therefore, the 
identifier of a message-receiving node is not designated. Accordingly, a message- 
receiving node is arbitrary, and "non-effective (= 0)" is set to a flag 853 indicating 
"effective" / "non-effective" for a comparison result corresponding to the identifier of 
a message-sending node. By the above setting of the register 500 and the registration 
parts 861 - 863, the device B 704 can select and receive only sensor-data and switch- 
data sent from the sensors at the site-point A and D, and the switch at the site-point B. 
Thus, data other than these data are abandoned by the filtering circuit. 
[0088.] According to this embodiment, when each processor taken in a message, the 

filtering circuit in the processor compares the data registered in advance with the 
condition-identifying data designated in the taken-in message, and determines whether 
or not the taken-in message is to be stored. Therefore, if a user registers conditions of 
messages which he wants, he can receive only messages satisfying the conditions, and 
does not receive messages unnecessary to him. Since only sentence data addressed to 
a user itself can be received with a computer, and a device can receive only a sensor- 
data sent from a specified device, it is possible to compose a distributed control 
system in which control data and information data are transmitted together in a 
common transmission line. Moreover, since the determination of whether or not a 
transmitted message is received in a node is carried out by the filtering circuit of this 
node, the speed of this determination is high, which can prevent a failure in data- 
receiving. Since a CPU need not perform the determination of whether or not a 
transmitted message is received in a node, different from a conventional system, this 
determination does not affect processing of programs executed by the CPU, and it 
does not naturally increase the computing load of the CPU. Thus, a programmer can 
efficiently develop an application program executed in a CPU without being 
conscious of the processing of data-receiving and sending. 

The second embodiment 2: 
[0089.] In the first embodiment 1, the effectiveness of a comparison for each 

condition-identifying portion in a message is set to a register. In the second 
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embodiment, this effectiveness of a comparison for each condition-identifying portion 
in a message is set along with condition data in each registered data. Although the 
compositions of the system, the processor, and the filtering circuit are the same as 
those shown in Figs. 1, 2, and 3, respectively, in the first embodiment, the data 
composition in the registration part and the processing performed by the control part 
are different from those in the first embodiment. 

[0090.] In this embodiment, the control part 304 does not include the comparison 

effectiveness setting register 500 shown in Fig. 5, but only the condition-identifying- 
portion position setting register 510. 

[0091.] Fig. 9 is an example of the data composition in the registration part of the 

second embodiment according to the present invention. The registration part 900 
stores the registered data 910 and flags 920, each of the flags 920 indicating 
"effective" / "non-effective" for comparison-processing in the next comparison part, 
which corresponds to each of the registered data. These data and flags are registered in 
the registration part 900, for example, by the CPU 201 via the internal but 206. In the 
example shown in Fig. 9, the registered data 1 is registered as the registered 910, and a 
flag 9001 of "effective" is registered as one of the flags 920, corresponding to the 
registered data 1 . In a similar manner, a pair of a registered data 2 and a flag 9002 of 
"non-effective and a pair of a registered data 3 and a flag 9003 of "non-effective are 
registered. In this embodiment, the comparison part 3031 shown in Fig. 3 compares 
the condition-identifying portion 3001 in the taken-in message 310 with the registered 
data 910 registered in the registration part 3021. If the condition-identifying portion 
3001 in the message 310 agrees with one of the registered data 910, the comparison 
part 3031 informs the control part 304 of the agreement, and sends the flag 9001 
indicating "effective" for comparison-processing in the next comparison part to the 
control part 304.# Since the flag 9001 indicating "effective", a similar processing is 
executed for the next registered data and the flag 9002 indicating "effective" / "non- 
effective" for comparison-processing in the next comparison part informed by the 
comparison part 3032. If a flag indicating "effective" / "non-effective" for 
comparison-processing in the next comparison part indicates "non-effective", the 
message 310 stored in the message storing part 301 is stored in the received-message 
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storing part 305 regardless of results in comparison processing executed by the 
remaining comparison parts. 
.] Fig. 10 is a flow chart showing operations of each filtering circuit of the 

second embodiment. When the filtering circuit 205 takes in the message 310 from the 
transmission line 100 (step 1001), in step 1002, the filtering circuit 205 stores the 
message 3 10 in the message storing part. In step 1003, each comparison part in the 
filtering circuit 205 reads the content of a condition-identifying portion in the taken-in 
message, the portion being allocated to this comparison part. If at least one item of 
data exists in the registration part (step 1004), in step 1005, the comparison part reads 
the item of the registered data and the corresponding flag indicating "effective" / 
"non-effective" for comparison-processing in the next comparison part, and in step 
1006, compares the read condition-identifying portion with the read item of the 
registered data. If the agreement is not established in the comparison (step 1006), in 
step 1004, the comparison part checks whether or not a further item of data exists in 
the registration part. On the other hand, if the agreement is established (step 1006), in 
step 1007, the comparison part informs the control part 304 of the agreement and the 
content of a corresponding flag indicating "effective" / "non-effective" for 
comparison-processing in the next comparison part. If any item of data does not 
remain in the registration part (step 1004), in step 1008, the comparison part informs 
the control part 304 of the disagreement in the comparison for the present condition- 
identifying portion in the message. The processing of steps 1003 - 1008 is executed in 
parallel by all the comparison parts 3031 -3033. When the control part 304 receives 
the comparison results from all the comparison parts 303 1 - 3033, the processing of 
step 1009 - step 1014 is performed for the comparison results and the flag sent from 
the comparison parts 3031 - 3033 in the order. Here, the comparison part N shown in 
this flow chart is a comparison part to perform the comparison for the N-th portion 
counted from the top of the condition-identifying portion potions in the message. 
Since the above processing is executed for the portions in the message in the order of 
1 to N, in step 1009, the value "1" is set to N. In step 1010, it is checked whether or 
not the comparison result informed by the comparison part N indicates "agreement". 
If the checked comparison result does not indicate "agreement" (1010), in step 101 1, 
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the message stored in the message storing part 301 is abandoned, and the processing 
goes to END. If the checked comparison result does not indicate "agreement" (1010), 
in step 1012, it is further checked whether or not the flag sent from the comparison 
part N indicates "effective". If the checked flag indicates "effective", in step 1013, the 
number N is increased by one, and the processing of step 1010 - step 1012 is repeated 
for the comparison result sent from the comparison part N+l . Conversely, if the 
checked flag indicates "non-effective" (step 1012), the message stored in the message 
storing part 301 is transferred to the received-message storing part 306, and the 
processing goes to END. 
[0093.] The system composition of this embodiment data-setting examples, and 

comparison-processing examples which are carried out for examples of data-setting in 
the registration parts and the sent message in this embodiment are shown in Figs. 1 1 A 
and 1 IB, Figs. 12A and 12B. and Figs. 13A and 13B. Figs. 1 1 A and 1 IB shows the 
composition of the distributed control system of this embodiment and a format of a 
message used in this embodiment, respectively. In this composition, nodes A 1 101, B 
1 102, C 1 103, and D 1 104 are connected to a transmission line 110. The nodes A, B, 
and C are devices, which sends and receives control data, for controlling a plant, and 
the node D is a computer with a display unit provided for an operator, for setting 
control parameters to the devices A 1 101, B 1 102, and C 1 103, and for monitoring 
operational states of the plant. Each node connected to the transmission line 1 100 
sends a message 1 150 with the same format. The message 1 150 is also composed of a 
data-kind identifier 1 151, an identifier 1 152 of message-sending node, an identifier 
1 1 53 of message-receiving node, and data 1 1 54 to be transmitted, similar to the 
message 750. 

[0094.] The node A sends a message 1 120 including control data under the 

broadcasting condition without designating a message-receiving node, the message 
1 1 20 is received and processed by the nodes B and C which control a plant. Further, 
the computer D sends a message 1110 including data set to a device in order to change 
the data set to the node C. since data set to a device are sent to a specified node, the 
computer D sends the message 1 1 10 by designating the node C 1 103 as a message- 
receiving node. Accordingly, the message 1 1 10 is received only by the node C. Since 
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the data length of information on data set to a device is longer than that of control 
data, the data set to a device affects the performance of a control program executed 
by a node which receives the data set to a device. Therefore, in the nodes A and B in 
which data set to these nodes are not changed, each filtering circuit abandons the 
message 1110. 

[0095.] Figs. 12 A and 12B, and Figs. 13 A and 13B show data-setting examples in the 

registration parts and the sent message, and comparison-processing examples carried 
out for these date-setting examples by the filtering circuit in each node, respectively. 
In the examples shown in Figs. 12A and 12B, control data (the message 1 120) sent 
from the node A is processed by the filtering circuit, and in the examples shown in 
Figs. 13A and 13B, the data set to a device, which is sent from the node D, is 
processed by the filtering circuit. Moreover, Figs. 12A and 13A shows the data-setting 
examples in the registration parts and the sent message in the node B, and the 
comparison-processing examples which are carried out for the date-setting examples 
by the filtering circuit in the node B. On the other hand, Figs. 12B and 13B shows the 
data-setting examples in the node C, and the comparison-processing examples carried 
out by the filtering circuit in the node C. 

[0096.] As shown in Figs. 12A, the node A sets "sensor data (1205)" and "node A 

(1206)" to the data-kind identifier and the identifier of a message-sending node to the 
message sent by the node A, respectively. As to the identifier of a message-receiving 
node, sine the message is broadcasted, and a message-receiving node is arbitrary, any 
data is not set as the identifier of a message-receiving node. Moreover, control data 
such as sensor data (for example, a control signal for turning on / off a sensor) are set 
as data 1208. On the other hand, the node B 1 102 registers "sensor data" and "data set 
to a node" in the registration part 1 (1201) as the registered data in order to receive a 
message for changing control parameters set to the node B, and sets the two flags 
indicating "effective" / "non-effective" for comparison-processing in the next 
comparison part, which correspond to the above items of the registered data, as 
"effective". Since the node B receives messages sent from the nodes A, D, and F, the 
node B registers names of these nodes in the registration part 2 (1202) as the 
registered data. However, since the nodes A and F are devices, and send control data, 
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it is not necessary to determine whether or not the message of control data is to be 
received by the node B by performing the comparison-processing for the identifier of 
a message-receiving node. Therefore, the flags indicating "effective" / "non-effective" 
for comparison-processing in the next comparison part, which correspond to the 
registered data for the nodes A and F, are set as "non-effective". The node D is a 
computer to set data such as control parameters to a device, and sends a message by 
designating a node which should receive the message. Further, since the node B 
receives only a message sent from the node D to the node B, it is necessary to 
determine whether or not the message is to be received by the node B by performing 
the comparison-processing for the identifier of a message-receiving node. 
Accordingly, the flags indicating "effective" / "non-effective" for comparison- 
processing in the next comparison part, which correspond to the registered data for the 
nodes A and F, are set as "non-effective". Thus, the node B registers "node B" in the 
registration part 3 (1203) for the identifier of a message-receiving node, and receive 
only sentence data, image data, and voice data. Although a series of letters is used as 
the registered data and the data set to the identifies in a message in this embodiment, 
symbols or numerals representing the kind of data, a message-sending node, and a 
message-receiving node, can be also used. 
[0097.] When the filtering circuit in the node B takes in a message sent from the node 

A, the comparison part 3031 compares the content of the data-kind identified 1205) 
with the registered data in the registration part 1 (1201). If the agreement is 
established in the comparison-processing, the comparison part 3031 informs the 
control part 304 of the comparison result of "agreement" and the content of the flag 
indicating "effective" / "non-effective" for comparison-processing in the next 
comparison part, which corresponds to the compared item of the registered data. In 
this example, the comparison part 3031 informs the control part 304 of "agreement" 
and the content "effective" of the flag. Similar to the above comparison-processing, 
the comparison part 3032 compares the content "node A" of the second 
identified 1206) of a message-sending node with the registered data in the registration 
part 2 (1202), and informs the control part 304 of "agreement" and the content "non- 
effective" of the flag corresponding to the compared item of the registered data. Since 
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the content of this flag is "non-effective", whether or not the message is to be received 
is determined regardless of the result of the comparison-processing performed for the 
third identifier of a message-receiving node performed in the next comparison part 
3033. Since "agreement" and "non-effective" are sent from the comparison part 1, the 
control part 304 refers to the comparison result in the comparison part 2. Since the 
comparison result indicates "agreement" and "non-effective", the message taken-in 
from the transmission line 1 1 10 is stored in the received-message storing part 306. 
[0098.] Next, a data-setting example in the registration parts and the sent message, and 

a comparison-processing example which are carried out in the node C are explained 
below with reference to Fig. 12B. The node C is also a device, and receives and 
processes the same sensor data as well as the node B. Therefore, the node C registers 
the same data-kind identifier and identifier of a message-sending node as those 
registered in the registration part 1 (1251) and 2 (1252) by the node B. Further, the 
node C registers "node C" designating the self-node in the registration part 3 (1253). 
Thus, similar to the results of the comparison-processing performed in the node B, the 
content "sensor data" of the data-kind identifier 1255 and the content "node A of the 
identifier of a message-sending node 1256 agree with the registered data in the 
registration parts 1 (1251) and 2 (1252), and the comparison parts 3031 and 3032 
inform the control part 304 of ("agreement" and "effective") and ("agreement" and 
"non-effective"), respectively. Further, the taken-in message is stored in the received- 
message storing part 306. 
[0099.] Fig. 13A shows a data-setting example in the registration parts and the sent 

message, and a comparison-processing example which is carried out by the node B. In 
this example, the node D (a computer) sends data set to a device, such as control 
parameters, by designating the node C as a message-receiving node. The data-setting 
in the registration parts 1301 - 1303 of the node B and the registration parts 1351 - 
1353 of the node C is the same as that shown in Figs. 12A and 12B. Since "data set to 
a device" is registered in the registration part 1 (1301) of the node B, and this item of 
the registered data agrees with the content "data set to a device" of the data-kind 
identifier 1305 in the message sent from the node D, the first comparison part 3031 
informs the control part 304 of "agreement" and "effective". Further, since "node D" 
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is registered in the registration part 2 (1302) of the node B, and this item of the 
registered data agrees with the content "node D" of the identifier 1306 of a message- 
sending node in the message sent from the node D, the second comparison part 3032 
informs the control part 304 of "agreement" and "effective". Furthermore, since "node 
B" is registered in the registration part 3 (1303) of the node B, and this item of the 
registered data does not agree with the content "node C" of the identifier 1307 of a 
message-receiving node in the message sent from the node D, the third comparison 
part 3033 informs the control part 304 of "disagreement". Thus, since the comparison 
result in the third comparison part 3033 is "disagreement", the taken-in message is 
abandoned in the node B. In the example shown in Fig. 13B, since "data set to a 
device" is registered in the registration part 1 (1351) of the node C, and this item of 
the registered data agrees with the content "data set to a device" of the data-kind 
identifier 1355 in the message sent from the node D, the first comparison part 303 1 
informs the control part 304 of "agreement" and "effective". Further, since "node D" 
is registered in the registration part 2 (1352) of the node C, and this item of the 
registered data agrees with the content "node D" of the identifier 1356 of a message- 
sending node in the message sent from the node D, the second comparison part 3032 
informs the control part 304 of "agreement" and "effective". Furthermore, since "node 
C" is registered in the registration part 3 (1353) of the node C, and this item of the 
registered data agrees with the content "node C" of the identifier 1357 of a message- 
receiving node in the message sent from the node D, the third comparison part 3033 
informs the control part 304 of "agreement" and "effective". As a result, the results of 
the comparison-processing in the first and second comparison parts indicate 
"agreement" and "effective", and the result in the third comparison part indicates 
"agreement" and "non-effective". Thus, since all the comparison parts indicate the 
comparison result of "agreement", the taken-in message is stored in the received- 
message storing part 306 in the node C. 
[0100.] According to this embodiment, when each processor takes in a message from a 

transmission line, the filtering circuit in each processor compares the data registered 
in advance with contents of the condition-identifying portions in the taken-in message, 
and determines whether or not the taken-in message is to be stored in this processor. 
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For each kind of a message, it can be optionally set for which condition-identifying 
portions in the message the comparison results are dealt with as "non-effective". In 
this embodiment, control data which are transmitted by a broadcasting way (1 to N 
transmission) are received based on comparison results obtained by the comparison- 
processing for two condition-identifying portions in a message. On the other hand, 
information data which are transmitted by designating a message-receiving node (1 to 
1 transmission) are received based on comparison results obtained by the comparison- 
processing for two condition-identifying portions in a message. Thus, any node can 
select and receive data which should be received by a plurality of nodes, such as 
control data, by broadcasting the data. Also, only a designated node can select and 
receive a message of information data, which is transmitted to a specified node from a 
computer, a handy terminal, and so on, such as data set to a node, data used for 
monitoring a device, instruction data for changing an operational state of a node, etc. 
That is, each node can select and receive only a message which the node needs in 
broadcasted messages, and only a message which is addressed to the self-node in 
messages each of which is transmitted to a specified node. Therefore, each node can 
select and receive only a message which the node needs even if different kinds of 
messages are transmitted together on a transmission line, and an application programs 
executed by each node is not affected by the message-receiving processing. Thus, an 
engineer developing an application program can design the application program 
without considering effects of an increase of the computing load caused by data- 
transmission processing, which improves the efficiency of program development. 
Further, since an increase of the computing load caused by data-transmission 
processing does not affect execution of an application program executed by each 
node, the execution timing or period of the application program is secured, a real-time 
control such as a plant control can be safely performed. Since the filtering circuit in 
each node carries out the data-receiving processing of a message sent from another 
node, the data-receiving processing does not affect execution of an application node 
performed by the node which has received the message, which makes it easy to design 
a distributed control system for which interactions between nodes transmitting a 
message to each other should be considered. 
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The third embodiment: 

[0101.] In the first and second embodiments, a plurality of comparison parts in each 

filtering circuit perform the comparison-processing for the condition-identifying 
portion in a received message, and if all results of the comparison-processing indicate 
"agreement", the taken-in message is stored in the received-message storing part in 
the filtering circuit. In the third embodiment, a received-message storing part is 
provided for each comparison part, and if the result of the comparison-processing 
performed by each comparison part indicates "agreement", the taken-in message is 
stored in the received-message storing part provided for the comparison part. 

[0102.] The compositions of the system and the processor, and the data compositions 

of the registers provided in the control part are the same as those shown in Figs. 1, 2, 
and 5, respectively, in the first embodiment. 

[0103.] Fig. 14 is a schematic block diagram showing an example of the circuit 

composition of each filtering circuit of the third embodiment according to the present 
invention. The message 1410 taken-in from the transmission line 1460 is stored in the 
message storing part 1401. The message 1410 includes the condition-identifying 
portions 14001, 13002, and 14003, and the filtering circuit 1400 determines whether 
or not the received message 1410 is to be stored each of the received-message storing 
parts 1451, 1452, and 1453, on the basis of the comparison-processing performed for 
each of these condition-identifying portions. 

[0104.] For example, the comparison part 1431 compares the condition-identifying 

portion 14001 with the registered data in the registration part 1421, and if the 
agreement is established, the received message 1410 is stored in the received-message 
storing part 1451 . The composition of the registration part 143 1 is the same as that 
shown in Fig. 4, and a plurality of registered data can be registered in the registration 
part 1431. Similar to the above comparison-processing in the comparison part 1431, 
the comparison part 1432 compares the condition-identifying portion 14002 with the 
registered data in the registration part 1422, and if the agreement is established, the 
received message 1410 is stored in the received-message storing part 1452. Also, the 
comparison part 1433 compares the condition-identifying portion 14003 with the 



-27- 



registered data in the registration part 1423, and if the agreement is established, the 
received message 1410 is stored in the received-message storing part 1453. 

[0105.] That is, if a plurality of the condition-identifying portions in the message 1410 

agree with the registered data in a plurality of the registration parts, respectively, the 
message 1410 stored in the message storing part 1401 is stored in the plurality of the 
corresponding received-message storing parts. For example, if the condition- 
identifying portions 14001 and 14002 agree with the registered data in the registration 
parts 1421 and 1422, respectively, the message 1410 is stored in the received-message 
storing parts 1451 and 1452. Afterward, the message 1410 which has been stored in 
the message storing part 1401 is deleted. Each of the received-message storing parts 
1451 - 1453 is a FIFO-type memory capable of storing a plurality of messages. 
However, an overwrite-type memory in which a new message is overwritten on the 
already stored message, and only the latest message is held, can be used for Each of 
the received-message storing parts 1451 - 1453. The messages stored in the received- 
message storing parts 1451 - 1453 are sent to the CPU via the internal bus 1470, and 
are processed by the CPU. 

[0106.] Figs. 15A and 15B show the composition of a distributed control system of the 

third embodiment, and a format of a message used in this embodiment, respectively. 
The nodes A 1501, B 1502, C 1503, and D 1504 are connected to a transmission line 
1500, and transmit messages to each other. In the format 1550, a message is composed 
of a data-kind identifier 1551, an identifier 1552 of a message-sending node, an 
identifier 1553 of a message-receiving node, and data 1554 to be transmitted. The 
nodes A, B, C, and D are devices for controlling an object system such as a plant, and 
the node D is a computer with a display unit, for setting control parameters to those 
devices, and monitoring operational states of the devices. Further, the node D sends a 
message 1510 including data 1554 such as control parameters to be set to a device, 
and the node A send a message 1 520 including data 1 554 such as a control signal for 
the plant. The node B selects and receives the message 1510 sent from the node D and 
the message 1520 sent from the node A. Further, the node B stores the message 1510 
and the message 1520 to two corresponding received-message storing parts, 
respectively. 
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[0107.] Figs. 16A and 16B show data-setting examples in the registration parts and the 

sent message, and comparison-processing examples which are carried out for the data- 
setting examples in the third embodiment. Fig. 16A shows the example in which the 
node B selects and receives the message 1520 sent from the node A, and Fig. 16B 
shows the example in which the node B selects and receives the message 1510 sent 
from the node D. 

[0108.] In Fig. 16A, "sensor data "node A", and a value of data measured by a 

sensor are set to the data-kind identifier 161 1, the identifier 1612 of a message- 
sending node, and the data 1614 to be transmitted, respectively. However, since the 
message 1520 is broadcasted, any data is not set to the identifier 1613 of a message- 
receiving node. In the node B, any data is not registered in the registration part 1601 
of the first comparison part 1431 for performing the comparison-processing for the 
first identifier 161 1 in the message 1520. Accordingly, the first comparison part 1431 
informs the control part 1441 of the comparison-result "disagreement", and the 
message 1520 is not stored in the received-message storing part 1604 connected to the 
first comparison part 1431. Next, "node A" is registered in the registration part 1602 
connected to the second comparison part 1432 for performing the comparison- 
processing for the second identifier 1612. Accordingly, the second comparison part 
1432 informs the control part 1442 of "agreement", and the message 1520 is stored in 
the received-message storing part 1605 connected to the first comparison part 1432. 
Last, "node B" designating the self-node B is registered in the registration part 1603 
connected to the third comparison part 1433 for performing the comparison- 
processing for the third identifier 1613. Accordingly, since this registered data does 
not agree with the content of the identifier 1613 of a message-receiving node, the third 
comparison part 1433 informs the control part 1443 of the comparison-result 
"disagreement", and the message 1520 is not stored in the received-message storing 
part 1606 connected to the third comparison part 1433. 

[0109.] Meanwhile, when any data is not set to some one of the identifiers in a 

message - that is - in the case of "no-data-setting", "0" is usually set to the identifier. 
Here, if "0" is also set to a registration part connected to a corresponding comparison 
part when any data is not registered in the registration part - that is - in the case of 
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"no-data-registering", the comparison part determines that the identifier agrees with 
the data registered in the registration part. Therefore, when some one of the identifiers 
is in the sate of "no-data-setting", a value other than "0" is set to the identifier so that 
the comparison result is not set as false agreement when a corresponding registration 
part is also in the sate of "non-data-registering" (the above setting of an identifier in 
the state of "no-data-setting" is common in all embodiments of the present invention.) 

[0110.] In Fig. 16B, "data set to a device "node D", "node B", and data of control 

parameters for a device are set to the data-kind identifier 1661, the identifier 1662 of a 
message-sending node, the identifier 1663 of a message-sending node, and the data 
1664 to be transmitted, respectively. In the node B, any data is not registered in the 
registration part 1601 of the first comparison part 1431 for performing the 
comparison-processing for the first identifier 1661 in the message 1510. Accordingly, 
the first comparison part 1431 informs the control part 1441 of "disagreement", and 
the taken-in message 1520 is not stored in the received-message storing part 1604 
connected to the first comparison part 1431. Next, "node A" is registered in the 
registration part 1602 connected to the second comparison part 1432 for performing 
the comparison-processing for the second identifier 1662. Accordingly, the second 
comparison part 1432 informs the control part 1442 of "disagreement", and the taken- 
in message 1510 is not stored in the received-message storing part 1605 connected to 
the first comparison part 1432. Last, "node B" designating the self-node B is 
registered in the registration part 1603 connected to the third comparison part 1433 for 
performing the comparison-processing for the third identifier 1613. Accordingly, 
since this registered data agrees with the content of the identifier 1663 of a message- 
receiving node, the third comparison part 1433 informs the control part 1443 of 
"agreement", and the taken-in message 1510 is stored in the received-message storing 
part 1606 connected to the third comparison part 1433. 

[0111.] According to this embodiment, when each processor receives a message, each 

comparison part of the filtering circuit in the processor compares the data registered in 
advance in a registration part connected to the comparison part with the content of a 
corresponding condition-identifying portion designated in the message, and if the 
registered data agrees with the condition-identifying data, the taken-in message is 
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stored in a corresponding received-message storing part provided for each comparison 
part. Thus, a message sent from a specified node, a specified kind of message, a 
message sent to the self-node, and so on can be selected on the basis of the content of 
each condition-identifying portion in the message and the data registered in the 
corresponding registration part, and each selected message can be separately stored in 
the corresponding received-message storing part provided for each comparison part. 
In the example shown in Figs. 15A and 15B, information data sent from the node D (a 
computer)and control data sent from the node A (a device) are separately stored in the 
respective corresponding received-message storing parts of the node B. Generally, 
since control data need to be processed in a short time, the control data must be 
processed prior to processing of data set to a device, such as control parameters, data 
used for monitoring a device, and so on. By separately storing different kinds of 
messages in the respective corresponding received-message storing parts, the CPU can 
read messages from the received-message storing parts, and process the read messages 
in the priority order of the message (for example, the CPU first processes a message 
including control data with the highest priority.) Therefore, according to this 
embodiment, only messages necessary to each node can be selected and received by 
the node, and the stored messages are processed in the order of the priority allocated 
to each of the messages. Thus, this embodiment can be effectively applied to a 
distributed control system in which messages with the different priority are together 
transmitted. 

[0112.] In the above first to third embodiments, the format of a message is fixed, and 

each comparison part in the filtering circuit performs the comparison-processing for a 
condition-identifying portion at the position preset to the comparison part. However, 
by using a format of a message, shown in Fig. 17, it is possible to make it variable the 
position of a condition-identifying portion for which each comparison part performs 
the comparison-processing. An example in that the position of a condition-identifying 
portion for which each comparison part performs the comparison-processing can be 
optionally changed is explained below. 

[0113.] Fig. 17A shows a format of a message, capable of making it variable the 

position of a condition-identifying portion for which each comparison part performs 
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the comparison-processing, and Fig. 17B shows an example of this format of a 
message. A declaration region 1701 prescribing the arrangement of condition- 
identifying portions in a message is added to each message 1700 transmitted on a 
transmission line. The message 1700 includes the condition-identifying portions 1702, 
1703, and 1704. The declaration region 1701 is composed of the number 1711 of 
conditions to be compared, a plurality of pairs of the offset-position 1712 and the 
number 1713 of bytes of each portion data. The number 171 1 of conditions to be 
compared is equal to the number of the condition-identifying portions, and the offset- 
position 1712 and the number 1713 of bytes of each portion data indicate the top 
position and the size of each portion. Further, the number of pairs of the offset- 
position 1712 and the number 1713 of bytes is equal to the number 1711 of conditions 
to be compared. 

[0114.] The example 1750 of this message format includes three condition-identifying 

portions in a message. Since the number of the condition-identifying portions is three, 
three is set to the number 1751 of conditions to be compared. Further, since the top 
position of the first condition-identifying portion 17501 is at the position of 14 bytes 
counted from the top of this message, and the size of this portion 17501 is 2 bytes, 
"14" and "2" are set to the offset-position 1752 and the number 1753 of bytes, 
respectively. Similar to the setting for the first portion 1705, since the top position of 
the second condition-identifying portion 17502 is at the position of 18 bytes counted 
from the top of this message, and the size of this portion 17502 is 3 bytes, "18" and 
"3" are set to the offset-position 1754 and the number 1755 of bytes, respectively. 
Furthermore, since the top position of the third condition-identifying portion 17503 is 
at the position of 24 bytes counted from the top of this message, and the size of this 
portion 17503 is 4 bytes, "24" and "4" are set to the offset-position 1756 and the 
number 1757 of bytes, respectively. 

[0115.] According to the above-described message format, the CPU first refers to the 

declaration region prescribing the arrangement of condition-identifying portions 
providing in a message, and allocates each of the indicated condition-identifying 
portions to one of the comparison parts in the filtering circuit. Each comparison part 
performs the comparison-processing for the comparison-processing portion allocated 
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to the comparison part. Thus, each node can process a message in which the position 
of a condition-identifying portion for which each comparison part performs the 
comparison-processing is variable, which can realize transmission of a message with a 
more flexible format. 

The fourth embodiment: 

[0116.] In the above first to third embodiments, a filtering circuit in one processor 

compares each of a plurality of the condition-identifying portions in a message with 
the registered data, and selects and receives the message based on the comparison 
result. On the other hand, in the fourth embodiment, a plurality of transmission 
processors performs the comparison-processing for a plurality of the condition- 
identifying portions in a message. 

[0117.] Fig. 18 shows a schematic block diagram of the composition of a distributed 

control system of the fourth embodiment according to the present invention. 
Controllers 1801 - 1803 are connected to a transmission line 1800, and transmit 
messages to each other. These controllers are an intelligent device such as a sensor or 
motor with a transmission function, a programmable controller (PC), a computer, and 
so on. Although a bus-type transmission line is used in this embodiment, any type 
transmission line such as a radio-transmission, an infrared ray transmission, etc., can 
be used. 

[0118.] Fig. 19 shows a schematic block diagram of the composition of each controller 

in this embodiment. Each controller 1900 takes in each of all messages 1960 
transmitted on the transmission line 1950. Each message 1960 is taken in the 
controller 1900 via a transceiver 1910, and is distributed to a plurality of transmission 
processors 1901 - 1903 provided in the controller 1900. A processor 1930 and the 
transmission processors 1901 - 1903 are connected to a system bus 1920, and transmit 
data to each other via the system bus 1920. The processor 1930 executes an 
application program, and operates a transmission driver (not shown in figures). 
Further, the processor 1930 reads out messages from the transmission processor 1901 
- 1903, and processes the read-out messages. 
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[0119.] Fig. 20 shows a schematic block diagram of an example the composition of 

each transmission processor in the controller shown in Fig. 19. When each 
transmission processor 2000 takes in a message 1960 via the transceiver 1910 from 
the transmission line 1800, the transmission processor 2000 stores the taken-in 
message in the received-message storing part 2005. The message 1960 includes a 
plurality of the condition-identifying portions. The transmission processor 2000 reads 
the content of the condition-identifying portions 201 1 and 2012, the portions 201 1 
being allocated to the transmission processor 2000, and the comparison part 2002 in 
the transmission processor 2000 compares the read content of the allocated condition- 
identifying portion 201 1 in the message 1960 with the data registered in the 
registration part 2003. The composition of the registration part 2003 is the same as 
that of the registration part shown in Fig 4, and the registration part 2003 can store 
plural items of data. The result of the comparison between the condition-identifying 
portion 201 1 and the registered data in the registration part 2003 is sent to the control 
part 2004, if the comparison result indicates "agreement", the taken-in message 1960 
is stored in the received-message storing part 2005. The message 1960 stored in the 
received-message storing part 2005 is read out and processed by the processor 1930. 

[0120.] The position of a condition-identifying portion allocated to each transmission 

processor is registered in a register in a control part provided in the transmission 
processor. Fig. 21 shows an example of the data composition in the register 2100 for 
storing the position of each condition-identifying portion in the message 1960. The 
contents of the register 2100 are composed of an offset-position in bytes 2101 and the 
number of bytes 2102. the offset-position in bytes 2101 indicates the top position of 
each condition-identifying portion in the message 1960, and the number of bytes 2102 
indicates the size of each condition-identifying portion in the message 1960. Although 
the position and the size of each condition-identifying portion in a message is 
indicated in bytes in this embodiment, the position 2101 and the size 2102 can be 
expressed with a offset-position in bits and the number of bits if they cannot be 
expressed in bytes, the offset-position in bytes 2101 and number of bytes 2102 of each 
portion are set to the register 2100, for example, by each processor via the system-bus 
1920. 
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[0121,] Fig. 22 shows a flow chart of operations of each filtering circuit in this 

embodiment. When each controller takes in a message from the transmission line 
(step 2201), in step 202, each transmission processor in the controller stores the taken- 
in message in the message storing part of the transmission processor. In step 2203, the 
transmission processor reads the content of the allocated condition-identifying portion 
in the taken-in message based on the offset-position and the number of bytes 
registered in the registered. Further, If at least one item of the registered data exists in 
the registration part (step 2204), in step 2205, the transmission processor reads out 
one item of the registered data, and in step 2206, compares the read content of a 
corresponding condition-identifying portion with the read-out item of the registered 
data. If the agreement is established in the comparison (step 2206), the message stored 
in the message storing part is stored in the received-message storing part in step 2207. 
Conversely, if any item of the registered data does not exist in the registration part 
(step 2204), in step 2208, the message stored in the message storing part is 
abandoned. 

[0122.] Fig. 23 shows the composition of the controller, and data-setting examples in 

the transmission processors of the controller and the taken-in message in this 
embodiment. The controller 1900 takes in each of all messages transmitted on the 
transmission line 1800. In the example shown in Fig. 23, two transmission processors 
A 1901 and B 1902 are provided in the controller 1900. The taken-in message 1960 is 
stored in the message storing part 2306 of the transmission processor A and the 
message storing part 2307 of the transmission processor B via the transceiver 1910. 
The message 1960 taken-in from the transmission line 1800 is sent in the format 
shown by the message 1 (2350) in which the data-kind identifier, the identifier of a 
message-sending node, and the identifier of a message-receiving node are allocated to 
the first two bytes, the second two bytes, and the third two bytes, respectively. In the 
examples shown in Fig. 23, for filtering the taken-in message, the received messages 
to be filtered are the message 1 (2350) and the message 2 (2360) with the contents 
shown in Fig. 23. 

[0123.] Numeral 2308 in the transmission processor A indicates a filtering means 

including the control part and the registration part, in which the data shown in Fig. 23 
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are preset or registered. Also, in the filtering means 2309 of the transmission 
processor B, the data shown in Fig. 23 are preset or registered. That is, "0" and "2" are 
set to the offset-position in bytes and the number of bytes of the register in the control 
part in the filtering means 2308, respectively. Further, "sensor data" is registered as 
the registered data in the registration part in the filtering means 2308. Accordingly, in 
the transmission processor A, the registered data is registered in the registration part 
so that a message of which the data-kind identifier is "sensor data" is selected. On the 
other hand, in the transmission processor B, "4" and "2" are set to the offset-position 
in bytes and the number of bytes of the register in the control part, respectively, and 
"node B" is registered as the registered data in the registration part. Accordingly, the 
registered data is registered in the registration part so that a message of which the d 
identifier of a message-sending node is "node B" is selected. 

[0124.] When the controller receives the message 1 , the transmission processor A 

compares the registered data "sensor data" with the content of the data-kind identifier 
in the message 1 based on the data (the offset-position in bytes = 0, the number of 
bytes = 2, and the registered data = sensor data) which are preset or registered in the 
control part and the registration part of the filtering means 2308. Since the content of 
the data-kind identifier in the message 1 is not "sensor data", and the agreement is not 
established in the comparison-processing, the taken-in message 1 is not stored in the 
received-message storing part 2310, but is abandoned. In the transmission processor 
B, the registered data "node B" is compared with the content of the identifier of a 
message-sending node in the message 1 based on the data (the offset-position in bytes 
= 4, the number of bytes = 2, and the registered data = node B) which are preset or 
registered in the control part and the registration part of the filtering means 2309. 
Since the content of the identifier of a message-sending node in the message 1 is 
"node B", and the agreement is established in the comparison, the taken-in message 1 
is stored in the received-message storing part 23 1 1 . 

[0125.] Next, when the controller receives the message 2, the transmission processor 

A compares the registered data "sensor data" with the content of the data-kind 
identifier in the message 1 based on the data (the offset-position in bytes = 0, the 
number of bytes = 2, and the registered data = sensor data) which are preset or 
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registered in the filtering means 2308. Since the content of the data-kind identifier in 
the message 2 is "sensor data" and the agreement is established in the comparison, 
the taken-in message 2 is stored in the received-message storing part 2301 . In the 
transmission processor B, the registered data "node B" is compared with the content 
of the identifier of a message-sending node in the message 2 based on the data (the 
offset-position in bytes = 4, the number of bytes = 2, and the registered data = node B) 
which are preset or registered in the filtering means 2309. Since the content of the 
identifier of a message-receiving node in the message 2 is "no data-setting", and the 
agreement is not established in the comparison, the taken-in message 2 is not stored in 
the received-message storing part 231 1, but is abandoned. 
[0126.] By the above-mentioned processing, only sensor data is stored in the received- 

message storing part 23 1 0 of the transmission processor A, and only a message 
addressed to the node B is stored in the received-message storing part 231 1 of the 
transmission processor B. The processor 1930 precedently reads out and processes the 
message stored in the received-message storing part 2310 of the transmission 
processor A, in which sensor data with a higher priority is stored. 
[0127.] If the received-message storing parts 2310 and 2311 are FIFO-type memories, 

these received-message storing parts can store a predetermined number of messages. 
Thus, the processor 1930 precedently processes messages of a higher priority stored in 
the received-message storing part 23 1 0, and when any message does not remain in the 
received-message storing part 23 10, the processor 1930 then processes messages of a 
lower priority stored in the received-message storing part 2311. Accordingly, 
messages which have been stored are not lost, and the stored message can be 
processed in the priority order of the messages. 
[0128.] According to this embodiment, when each controller takes in a message, each 

transmission processor in the controller compares the data registered in the 
registration part connected to the comparison part with the content of the 
corresponding condition-identifying portion in the message, the portion being 
allocated to the transmission processor, and if the item of the registered data agrees 
with the content of the condition-identifying portion, the taken-in message is stored in 
the received-message storing part provided in the transmission processor. The position 
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of a condition-identifying portion to be compared and the registered data indicating 
the message-receiving conditions are preset to each transmission processor, and a 
message, for which each corresponding transmission processor has determined that 
the agreement between the content of the allocated condition-identifying portion and 
the registered data is established, is separately stored in the corresponding 
transmission processor. Moreover, since the comparison-processing for each 
condition-identifying portion in a message is independently performed in each 
transmission processor, even if the number of the condition-identifying portions in a 
message is increased, the necessary number of transmission processors have only to 
be added to each controller. Thus, according to this embodiment, the load applied on 
an engineer when he extends or change an existing distributed control system can be 
reduced, and this distributed control system can be also flexibly adapted to a change 
of the format of a message. 

The fifth embodiment: 

[0129.] In the above first to fourth embodiments, a plurality of comparison parts in a 

filtering circuit or a plurality of transmission processors are provided in parallel in a 
processor. Thus, each comparison part or each transmission processor performs the 
comparison-processing for each of a plurality of the condition-identifying portions in 
a message, and selects and receives the taken-in message based on the comparison 
result. On the other hand, in the fifth embodiment, a plurality of base filtering circuits 
are arranged not only in parallel but also serially, that is, in a matrix manner. 

[0130.] The composition of the distributed control apparatus and the composition of 

each processor of this embodiment are the same as those ( shown in Fig. 1 and Fig. 2) 
of the first embodiment. In this embodiment, a filtering circuit is composed by 
combining a plurality of base filtering circuits. Fig. 24A shows each base filtering 
circuit 2400 including an input-message storing part 2401 for storing a message 
received from an external circuit, a registration part 2402 for storing the registered 
data, a comparison part 2403 for comparing a condition-identifying portion with the 
registered data, a control part 2404 for controlling a flow of the received message, and 
an output-message storing part 2405 of an interface part for sending a stored message 
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to an external circuit. Fig. 24B shows the data composition in the registration part 
2402 capable of storing a plurality of the registered data. The registered data can be 
registered, for example, by a CPU (not shown in this figure) via an internal bus 2570 
shown Fig. 25. Moreover, the control part 2404 includes a comparison effectiveness 
setting register 2410 shown in Fig. 24C and a condition-identifying-portion position 
setting register 2450 shown in Fig. 24D. Further, a flag indicating "effective" / "non- 
effective" for the comparison-processing in this base filtering circuit 2400 can be 
registered in the comparison effectiveness setting register 2410 by the same method 
executed for the registering of the registered data, for example, by the CPU (not 
shown in this figure) via the internal bus 2570. Furthermore, the position (offset- 
position in bytes 2451) of a condition-identifying portion of which the content should 
be compared with the registered data by the comparison part 2403, and the size (the 
number of bytes 2452) of the portion is registered in the condition-identifying-portion 
position setting register 2450. 
[0131.] Fig. 25 shows a schematic block diagram of the circuit composition of each 

filtering circuit in this embodiment. The filtering circuit 2500 is composed of a 
plurality of filtering units arranged in parallel, each filtering unit being composed of a 
plurality of base filtering circuits (for example, 2501, 2502, and 2503) serially 
connected to each other. The number of base filtering circuits in each filtering unit is 
equal to or more than that of the condition-identifying portions in a message, and each 
base filtering circuit performs the comparison-processing for a corresponding 
condition-identifying portion. For example, the base filtering circuits 2501, 2502, and 
2503 compare the first, second, and third portions with the registered data in the 
respective registration parts, respectively. In this embodiment, The number of base 
filtering circuits in each filtering unit and the position of the portion for which each 
base filtering circuit performs the comparison-processing are preset. Further, the 
number of the filtering units arranged in parallel is optional, and the larger this 
number is, the larger the number of message kinds which the filtering circuit can 
classify becomes. 

[0132.] When the filtering circuit 2500 takes in a message 2560 from the transmission 

line 2550, the base filtering circuits 2501, 251 1, and 2521 arranged nearest to the 
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transmission line 2550 store the message 2560 in the respective message storing parts 
provided in these base filtering circuits. Each of the base filtering circuits stores the 
message 2560 in the output-message storing part provided in itself if a flag indicating 
"effective" / "non-effective" for the comparison-processing performed in this base 
filtering circuit indicates "effective", and the comparison result is "agreement", or if 
the flag indicating "effective" / "non-effective" indicates "non-effective". The second- 
row base filtering circuits 2502, 2512, and 2522 read out the messages stored in the 
respective output-message storing parts of the base filtering circuits 2501, 251 1, and 
2521, respectively, and perform the processing similar to the above-mentioned 
processing executed by the base filtering circuits 2501, 251 1, and 2521. Also, the 
third-row base filtering circuits 2503, 2513, and 2523 read out the messages stored in 
the respective output-message storing parts of the base filtering circuits 2502, 2512, 
and 2522, respectively, and perform the processing similar to the above-mentioned 
processing executed by the base filtering circuits 2502, 2512, and 2522. The CPU (not 
shown in this figure) reads out and processes the messages in the output-message 
storing parts of the third-row base filtering circuits 2503, 2513, and 2523. 

[0133.] Fig. 26 shows an example of comparison-results in the filtering circuit 2500 of 

this embodiment. In this figure, results of the comparison-processing performed in 
one filtering unit is illustrated. The message 2560 taken-in from the transmission line 
2550 includes three condition-identifying portions 2651, 2652, and 2653, to which 
"A", none, and "C" are set, respectively. Further, the base filtering circuits 2501, 
2502, and 2503 are serially connected to each other, and compare the contents of 
condition-identifying portions 2651, 2652, and 2653 with the registered data in the 
registration parts of these base filtering circuit, respectively. The comparison- 
processing performed by each base filtering circuit is the same as that performed by 
the filtering circuit in the first embodiment, and a corresponding condition-identifying 
portion in the input-message storing part is compared with each item of the registered 
data in turn to determine whether or not the agreement is established. 

[0134.] In the base filtering circuit 2501, "effective" is set to the comparison 

effectiveness setting register of this filtering circuit, and the data "A" is registered in 
the registration part. The base filtering circuit 2501 stores the message 2560 in its 
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input-message storing part, and since the flag set to the comparison effectiveness 
setting register indicates "effective", the registered data "A" is compared with the 
content of the condition-identifying portion 2651. Further, since the agreement in this 
comparison is established, the message stored in the input-message storing part is 
transferred to the output-message storing part. Conversely, if the agreement is not 
established in this comparison, the message stored in the input-message storing part is 
abandoned. Next, in the base filtering circuit 2502, "non-effective" is set to the 
comparison effectiveness setting register, and none is registered in the registration 
part. The base filtering circuit 2502 stores the taken-in message 2560 in its input- 
message storing part, and since the flag set to the comparison effectiveness setting 
register indicates "non-effective", the comparison-processing is not performed, and 
the message stored in the input-message storing part is transferred to the output- 
message storing part. In the base filtering circuit 2503, "effective" is set to the 
comparison effectiveness setting register, and the data "C" is registered in the 
registration part. The base filtering circuit 2503 stores the taken-in message 2560 in its 
input-message storing part, and since the flag set to the comparison effectiveness 
setting register indicates "effective", the registered data "C" is compared with the 
content of the condition-identifying portion 2653. Further, since the agreement is 
established in this comparison, the message stored in the input-message storing part is 
transferred to the output-message storing part. 
.] Fig. 27 shows a flow chart of operations of each base filtering circuit in the 

fifth embodiment. When each base filtering circuit takes in the message into the input 
message storing circuit (step 2701), in step 2702, the base filtering circuit read out the 
content of the condition-identifying portion allocated to this base filtering circuit. If 
the flag set to the comparison effectiveness setting register of this filtering circuit 
indicates "non-effective" (step 2703), the comparison-processing is not performed, 
and this base filtering circuit informs its control part of that the agreement is 
established. Further, in step 2707, the message stored in the input-message storing 
part of this filtering circuit is transferred to the output-message storing part. If at least 
one item of the registered data exists in the registration part of this base filtering 
circuit (step 2704), one item of the registered data is read out in step 2705. If the 
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corresponding condition-identifying portion agrees with the read-out item (step 2706), 
in step 2707, the message stored in the input-message storing part of this base filtering 
circuit is transferred to the output-message storing part. Conversely, if any item of 
data does not remains in the registration part of this base filtering circuit (step 2704), 
in step 2708, the message stored in input-message storing part of this base filtering 
circuit is abandoned. 

[0136.] By the processing of step 2701 to step 2708, in the example shown in Fig. 26, 

only a message satisfying the two conditions, that is, the content of the condition- 
identifying portion 2651 = A and the content of the condition-identifying portion 2653 
= C, is selected and received. Further, by arranging a plurality of filtering units in 
parallel and setting a different combination of conditions to the registration parts in 
each of the filtering unit, each filtering unit being composed of the base filtering 
circuits serially connected to each other, the filtering circuit can classify various kinds 
of messages. For example, "A" and "F" are registered in the registration part of the 
base filtering circuit 251 1 shown in Fig. 25, and "effective" is set to the comparison 
effectiveness setting register of this base filtering circuit. Next, "B" is registered in the 
registration part of the base filtering circuit 2512, and "effective" is set to the 
comparison effectiveness setting register this base filtering circuit . Last, "D" and "E" 
are registered in the registration part of the base filtering circuit 2513, and "effective" 
is set to the comparison effectiveness setting register this base filtering circuit. By the 
above data-setting in the registration part in each base filtering circuits in the filtering 
unit, it is possible to set the complicated conditions of a message to be selected and 
received. That is, a message satisfying the conditions that the content of the first 
condition-identifying portion = A or F, the content of the second condition-identifying 
portion = B, and the content of the third condition-identifying portion = D or E is 
selected and stored in the output-message storing part of the base filtering circuit 
2513. 

[0137.] According to this embodiment, when each processor takes in a message from a 

transmission line, each of the condition-identifying portions in the message is 
compared with the registered data in each base filtering circuit in each filtering unit, a 
different combination of conditions for a message to be selected being registered as a 
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set of the registered data in the registration parts of the base filtering circuits 
composing the filtering unit. A message satisfying each different combination of 
conditions is selected and classified by each filtering unit. For example, by setting a 
combination of conditions such as {data-kind = sensor data, and a message-sending 
node = node A}, {data-kind = data set to a node, and a message-sending node = node 
B or node C}, {a message-sending node = node A, and a message-receiving node = 
node C}, and so on to each filtering units, each message satisfying each of the above 
combination of conditions is separately stored in the output-message storing part of 
the corresponding base filtering circuit of the filtering unit. Since the above message 
selection processing and classification processing are performed by each filtering 
circuit, these message selection processing and classification processing do not 
increase the computing load of the CPU, and do not also affect processing of an 
application program executed by the CPU. Moreover, it is not necessary for a user to 
develop a program for classifying messages to be received, and the classification of 
messages to be received can be realized only by registering data prescribing the 
required message-receiving conditions in the registration parts of each filtering unit. 
Furthermore, by increasing the number of the filtering units, the number of kinds in 
the classification of received messages can be easily increased. 

The sixth embodiment: 

[0138.] This embodiment differs from the above embodiments on the point in that 

receiving of a message sent via a transmission line is controlled based on the 
transmission priority of the message. 

[0139.] Fig. 32 shows the composition of a distributed control system of this 

embodiment according to the present invention. As shown in this figure, the 
distributed control system of this embodiment is composed of a plurality of processors 
connected to a plurality of components such as a measurement device, a controlled 
object, etc., and a transmission line 3250 to which the plurality of the processors 3200 
are commonly connected. 

[0140.] Fig. 33 shows an example of a frame format of a message transmitted on the 

transmission line 3250. The format of a message in this embodiment includes an 
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arbitration region and a data region. The arbitration region is composed of the data 
number and a identifier of a message-sending node. Also, the size of the arbitration 
region is n bits. The data number is a identifier for identifying a transmitted message, 
and the size of the data number is m bits. The identifier of a message-sending node is 
an address of a node which has sent a message, and the size of this identifier is (n - m) 
bits. Further, in the data region, data to be transmitted is stored. Furthermore, in this 
embodiment, an identifier of a message-receiving node is also stored in the data 
region. The size of the identifier of a message-receiving node is (n - m) bits as well as 
that of the identifier of a message-sending node. The data set to these arbitration part 
and the identifier of a message-receiving node in the data region correspond to the 
contents of the above-mentioned condition-identifying portions in a message. 
.] Fig. 34 shows the composition of each processor of the sixth embodiment. The 

processor 3400 includes a message storing part 3407 for storing a message taken-in 
from a transmission line 3450, a registration part 3406 for storing data compared with 
data set to the arbitration region of the message taken-in from the transmission line 
3450, a comparison part 3405 for comparing data set to the arbitration region with the 
data registered in the registration part 3406, another registration part 3412 for storing 
data compared with data set to the identifier of a message-receiving node in the data 
region of the message taken-in from the transmission line 3450, another comparison 
part 341 1 for comparing data set to the identifier of a message-receiving node with the 
data registered in the registration part 3412, a control part for controlling operations of 
the above parts, a received-message storing part 3403 for storing the received message 
stored in the message storing part 3407 when both the comparison results in the 
comparison parts 3405 and 341 indicate "agreement' a CPU 3401 for processing the 
transmission and an application program, an internal bus 3402 provided in the 
processor, and a sent-message storing part 3460 provided between the message storing 
part 3407 and the internal bus 3402, for storing a message sent to an external circuit 
by the processor 3400. The above composition- element are integrated into an one- 
chip device as a processor. Moreover, the message storing part 3407 takes in each of 
all the messages transmitted on the transmission line 3450, and controls transmission 
of messages based on the message priority. 
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[0142.] In the following, operations of the message storing 3407 will be explained. 

[0143.] In a transmission line on which control data are transmitted, the time required 

for dispatch to arrival of control data must be secured. That is, the transmission of a 
message with a high priority must not be greatly delayed, for example, due to collision 
among messages. Therefore, in this embodiment, the message transmission controlled 
by the message storing part 3407 based on the message priority (referred to as 
message-priority controlled transmission) is realized by using the open-drain 
transmission method shown in Fig. 3 5 A. The open-drain transmission method can 
keep a plurality of messages transmitted together on one transmission line. Thus, 
nodes connected to the transmission line can simultaneously transmit messages on the 
transmission line. The data-sending and receiving means shown in Fig. 34A is 
provided in the message storing part 3407 of each processor. 

[0144.] The concept of the message-priority controlled transmission method is 

illustrated in Fig. 35B. When a message is transmitted on the transmission line by the 
message storing part 3407, the message is sent as a series of bit-on/off signals. 

[0145.] First, the processors (referred to as nodes) start to transmit messages at the 

same timing. For example, when the end of message-transmission performed by other 
nodes is recognized by appearance of end flags in the transmitted messages, nodes 
which need transmit messages start to transmit the messages at the same time. Each 
node compares a series of bit on ("0")/off ("1") signals of the received message with 
that of the message to be sent by itself. In the message-priority controlled transmission 
method, when different nodes transmit bit-on/off signals on the transmission line 3450 
at the same time, since the bit-on "0" signal precedes the bit-off "1" signal, only the 
bit-on signals remain on the transmission line 3450 until a bit-off signal is 
simultaneously transmitted by all the nodes on the transmission line 3450. 

[0146.] If some node receives a bit-on signal although this node has transmit a bit-off 

signal, that is, if some node recognizes that other nodes have transmit bit-on signals, 
this node stops to transmit the message. In the example shown in Fig. 35B, although 
nodes A, B, and C transmit the same bit signals until the second bit, at the third bit, 
node A transmits a bit-off signal, and nodes B and C transmit a bit-on signal. The 
received waveform shown in Fig. 35B is a waveform of a message which is presently 
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transmitted on the transmission line 3450 and is received by all the nodes. At the 
third-bit timing, nodes A, B, and C compare the third bit signal in the received 
waveform with the third bit signal in messages to be sent from these nodes. Since the 
result of the bit-signal comparison indicates "disagreement" in the message to be sent 
from node A, node A interrupts the message transmission. On the other hand, Since 
the result of the bit-signal comparison indicates "agreement" in the messages to be 
sent from nodes B and C, nodes B and C continues the message transmission. 
However, node B recognizes the disagreement between the bit-signal in the received 
waveform and that sent by itself at the fifth bit timing, and interrupts the message 
transmission. By continuing the above bit-signal comparing operation, only the node 
which has transmitted a message with a series including the first longest continuos bit- 
on signals can transmit the message on the transmission line, and other nodes interrupt 
transmission of messages to be sent by these node. Thus, the nodes which have 
interrupted the transmission of the messages restart to transmit the messages at the 
next message-transmission timing. 
[0147.] The above bit-signal comparing operation is continued for the first n bits of a 

message shown in Fig. 33, that is, for the bit signals in the arbitration region. That 
only the node transmitting a message with a series including the first longest 
continuos on-bit signals can transmit the message on the transmission line at one 
message-transmission timing means that the node transmitting a message with the 
least data number can occupy the transmission line at one message-transmission 
timing. Further, since the arbitration region includes an identifier of a message- 
sending node, the arbitration region in a message transmitted by each node has a 
different value, except that messages with the same identifier of a message-sending 
node are simultaneously transmitted. Accordingly, according to the bit-signal 
comparing operation for each arbitration region, only one node can continue to 
transmit a message to the end of this message, that is, occupies the transmission line. 
By the above-mentioned method, if a node sets the small number to the data number 
in a message, the node can transmit the message precedently to other node, that is, the 
message-priority controlled transmission can be realized. For example, if "0" is set to 
the data number of a message indicating "plant emergency shut-down", this message 
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is most precedently transmitted. Furthermore, by setting a small number to the address 
of a message-sending node which need precedently transmit a message, even if 
different nodes have messages with the same data number are simultaneously 
transmitted, the message in which the small number is set to the node-address of a 
message-sending node can be precedently transmitted on the transmission line. 

[0148.] The above-described message-priority controlled transmission using the open- 

drain transmission method is generally called a bit-arbitration method, and is usually 
used in a distributed control system. 

[0149.] In this embodiment, although the bit-arbitration method is also used, a 

condition-identifying portion is newly provided in the data region of a message, and a 
means for performing the comparison-processing for the condition-identifying 
portions in a message is also provided. 

[0150.] The comparison-processing for the condition-identifying portions in a 

message, which is executed in the filtering circuit, is explained below. In the 
registration parts 3406 and 3412 shown in Fig. 34, data of message-receiving 
conditions are registered in advance. The comparison parts 3405 and 341 1 compare 
the contents the identifier of a message-sending node set in the arbitration region and 
the identifier of a message-receiving node set in the data region in a message stored by 
the message storing part 3407 with the data registered in the registration parts 3406 
and 3412, respectively. One or more data are registered in each registration part, and 
each item of the data is compared with the identifier of a message-sending node in the 
arbitration region or the identifier of a node-receiving node in the data region. If no 
data is registered in some registration part, it is prescribed in this embodiment that a 
corresponding comparison part informs the control part 3410 of that the agreement is 
established. The comparison results in the comparison parts 3405 and 341 1 are sent to 
the control part 341 1, and when both the comparison results of the comparison parts 
3405 and 341 1 indicate "agreement", the message stored by the message storing part 
3407 is transferred to the received-message storing part 3403. The message transferred 
to the received-message storing part is further read out by the CPU 3401 via the 
internal bus 3402, and is processed by the application program in the CPU 3401. 
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.] As mentioned above, in this embodiment, each node connected to the 

transmission line sends a message according to the priority of the message, and when 
each node takes in a message from the transmission line, the node compares the 
contents of the identifier of a message-sending node in the arbitration region and the 
identifier of a message-receiving node in the data region with the registered data in the 
registration part of the node. Further, only when both the comparison results in the 
comparison parts indicate "agreement", the taken-in message is stored and further 
processed by the node. According to this embodiment, even if a distributed control 
system deals with different kinds of messages, together, such as control data which 
must be sent to each node in a short time, and information data permitted to be sent to 
an object node in a comparatively long time such that sending of this data in a long 
time does not affect a plant control, and so on, control data can be precedently 
transmitted. 

.] Moreover, in a conventional system using the bit-arbitration method, the 

comparison-processing is performed only for the arbitration region by a CPU. 
Therefore, many messages other than messages needed by each node are stored in the 
node, and increase of the computing load due to the comparison-processing has been 
inevitable. On the other hand, in this embodiment, since the comparison-processing is 
also performed for the identifier provided in the data region, message-filtering is 
carried out in more detailed, and only messages needed by each node can be stored in 
the node. In addition, since the comparison-processing is performed by the filtering 
circuit, messages unnecessary to each node are abandoned, this abandoning of the 
messages not being performed by a CPU, which can prevent increase of the 
computing load of the CPU. 

.] Accordingly, by setting a high priority to a message, the required time for 

arrival at the designated node in transmitting of the message can be secured. Further, 
since the computing load of a CPU to perform transmission processing of messages 
can be greatly reduced, an application program executed by the CPU are scarcely 
affected by the transmission processing of messages. Thus, it has become possible to 
perform a control of which a required control period is always secured. That is, it has 
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become possible to send and receive information data such as parameter-setting data, 
diagnosis data, and so on, while safely performing a plant control. 

The seventh embodiment: 

[0154.] In the above first to sixth embodiments, each node possesses a filtering circuit 

for taken-in messages, and the message filtering executed by the filtering circuit does 
not affects the computing load of the CPU in the node. Further, in each embodiment, 
the message-transmission and filtering can be processed at a high speed by the 
filtering means implemented by the filtering circuit or a transmission processor, which 
is independently provided in a processor of each node. However, each filtering means 
is designed to exclusively realize the feature of each embodiment, and cannot be used 
for the other embodiments other than the embodiment using this filtering means. In 
the seventh embodiment, a filtering circuit applicable to any one of the above first to 
sixth embodiments is explained below. 

[0155.] Fig. 28 shows the composition of each controller in a distributed control 

system of the seventh embodiment according to the present invention. The distributed 
control system includes a plurality of controllers 2800, each controller being provided 
for a measurement device or a device for controlling a component in a plant, and a 
transmission line 2850 to which the controllers 2800 are commonly connected. That 
is, similar to the fourth embodiment, each controller is incorporated in a sensor with a 
transmission function, an intelligent motor, a programmable controller, a computer, 
etc. Although this embodiment will be explained assuming that parts composing the 
controller 2800 are the respective independent circuits in the following, those circuits 
can be integrated in a one-chip microprocessor. 

[0156.] The composition of the controller 2800 is explained below. 

[0157.] The controller 2800 of each node includes, as shown in Fig. 28, a transceiver 

2808 connected to the transmission line 2805, a DSP (Digital Signal Processor) 2801 
for performing the comparison-processing for a plurality of condition-identifying 
portions in a message 2809 taken-in by the transceiver 2808 and for transferring the 
received message, a message-receiving buffer 2807 for storing a message of which the 
contents of the condition-identifying portions agree with the message-receiving 
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conditions of the controller 2800, a data bus 2802, which connects the transceiver 
2808, the DSP 2801, and the message-receiving buffer 2807, for transferring the 
message 2809, a registration part 2804 for storing a program prescribing operations to 
be executed by the DSP 2801, a program bus used for performing data-transmission 
between the DSP 2801 and the registration part 2804, a CPU 2805 for controlling 
message-transmission and for executing an application program, and a CPU bus 2806 
used for performing data-transmission among the CPU 2805, the message-receiving 
buffer 2807, and the registration part 2804. 

[0158.] The above DSP 2801 is a von Neumann- type processor. That is, the DSP 

2801 possesses the bus 2802 for inputting / outputting data and the bus 2803 for 
inputting / outputting instruction data of the program stored in the registration part 
2804, and executes processing of data input via the bus 2802 according to instruction 
data input to the DSP 2801 via the bus 2803 at a high speed. 

[0159.] Operations of the controller 2800 is explained below. 

[0160.] When the controller 2800 takes in the message 2809 from the transmission 

line 2850, the taken-in message 2809 is first stored to the transceiver 2808. Further, 
the transceiver 2808 converts a frame of the message 2809 transmitted in a serial 
transmission manner to a frame of parallel-type data, and informs the DSP 2801 of 
that the transceiver 2808 has taken in the message 2809. 

[0161.] Further, when the DSP 2801 is informed of that the message 2809 has been 

taken in by the transceiver 2808, the DSP 2801 reads out the program stored in the 
registration part 2804 via the program bus 2803. Meanwhile, the reading-out of the 
program is performed in every taking-in of a new message by the DSP 2801 . In the 
registration part 2804, the positions of the condition-identifying portions in the 
message 2809 and the message-receiving conditions compared with each of the 
contents of the condition-receiving conditions are registered, and information on 
logical operations implementing the filtering function (corresponding to a set of 
logical circuits composing the filtering circuit of each of the first to sixth 
embodiments) to be executed by the DSP 2801 is stored as a program. Meanwhile, the 
registration part 2804 is a rewritable memory, and the program stored in this memory 
can be rewritten by the CPU 2805. 
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[0162.] After the reading-out of the program has been completed, the DSP 2801 reads 

the contents of the condition-identifying portions in the message 2809 stored in the 
transceiver 2808 according to the program as shown in Fig. 29. Further, the DSP 2801 
compares the contents of the condition-identifying portions with the message- 
receiving conditions registered in the registration part 2804 in turn or at the same 
time, and performs further processing instructed by the programs. Furthermore, the 
DSP 2801 transfers the taken-in message 2809 to the message-receiving buffer 2807 if 
all the contents of the condition-identifying portions in the message 2809 satisfy the 
message-receiving conditions, and it is determined that the message 2809 is to be 
received by this controller. The message-receiving buffer 2807 is a FIFO-type 
memory capable of storing a plurality of messages. Also, an overwrite-type memory, 
in which the content of this memory is overwritten by a latest input message, and only 
the latest input message is held, can be used for the message-receiving buffer. Further, 
the DSP 2801 informs the CPU 2805 of that the received message 2809 is newly 
stored. Furthermore, the message 2809 stored in the message-receiving buffer 2807 is 
read out by the CPU 2805 via the system bus 2806, and processed by the CPU 2805. 

[0163.] The controller 2808 is designed to have the computing speed such that the 

comparison-processing for one message is executed within m/n sec. assuming that a 
message with a data length of not more than m bytes is sent and received at the 
transmission rate of n bps (bytes per second). Accordingly, since the transmission- 
processing in the controller 2800 is completed before the next message is received by 
the transceiver 2808, a failure in the message-receiving does not occur. 

[0164.] Similar to other embodiment, the transmission line 2850 can be replaced with 

any type transmission means such as a radio-transmission, an infrared ray 
transmission, etc. If another type transmission means other than the wire-type 
transmission is used, the transceiver 2808 corresponding to a physical layer of a 
seven-layer OSI (Open Systems Interconnection) structure is changed to a transceiver 
which is applicable to a transmission line of optical fiber, a radio-transmission, or an 
infrared ray transmission. Moreover, a baseband transmission method, a broad-band 
transmission method, a diffusion spectrum transmission method, and so on can be also 
used to transmit a message on the transmission line 2850. 
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[0165.] Effects of this embodiment are as follows. Since a programs prescribing a 

function implemented by the DSP can be changed by the CPU in the controller, the 
same DSP can deal with various types of message-formats or filtering functions. 
Further, a type of the transceiver can be optionally selected according to an applied 
transmission means and a message transmission method used in the transmission 
means. Moreover, this embodiment can be also applied to protocol processing other 
than the filtering of a taken-in message, only if the protocol processing has been 
completed before the next message is taken in. 

The eighth embodiment: 

[0166.] In the seventh embodiment, the filtering circuit of each of the first to sixth 

embodiments is implemented by a DSP. On the other hand, in the eighth embodiment, 
the filtering circuit is implemented by a programmable logic circuit. 

[0167.] Fig. 30 shows the composition of each controller for which a programmable 

logic circuit is used, in this embodiment. 

[0168.] In this embodiment also, similar to the fourth embodiment, nodes in the 

distributed control system are controllers such as an intelligent device, a sensor or a 
motor with a transmission function, a programmable controller (PC), a computer, and 
so on. Further, although this embodiment is explained assuming that each circuit in 
the controller is an independent circuit, all the circuit in the controller can be 
integrated into an one-chip processor. 

[0169.] The composition of the controller 3000 shown in Fig. 30 is explained below. 

[0170.] As shown in Fig. 30, the controller 3000 includes a transceiver 3059 connected 

to a transmission line 3080, a programmable circuit 3051 for performing the 
comparison-processing for a plurality of the condition-identifying portions in a 
received message 3058 and for transferring the message 3058, a bus 3052 provided 
between the programmable logic circuit 3051 and the transceiver 3059, for 
transferring the message 3058, a message-receiving buffer 3057 for storing the 
message 3058 of which the contents of the condition-identifying portions agree with 
the receiving-conditions of this controller, a bus 3060 and a bus 3052 provided 
between the programmable logic circuit 3051 and the message-receiving buffer 3057, 
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for transferring a message 3058, a registration part 3054 for storing the receiving- 
conditions to be compared with the contents of the condition-identifying portions in 
the message 3058, and a program to prescribe operations of the programmable logic 
circuit 3051, a receiving-condition selecting register 3053 for selecting one of a 
plurality of memories storing the receiving-conditions, which are provided in the 
registration part 3054, a memory selector 3061 for transferring the receiving-condition 
stored in the selected memory of the registration part 3054 to the programmable logic 
circuit 3051, a CPU 3055 for controlling message-transmission and executing 
application programs, and a CPU bus 3056 for performing data-transmission among 
the CPU 3055, the message-receiving buffer 3057, and the receiving-condition 
selecting register 3053. 

[0171.] The above programmable logic circuit 3051 includes a plurality of 

combinational logic circuits and sequential circuits among which connections can be 
optionally changed according to connection information. The connection information 
is stored in an external non- volatile memory ( the registration part 3054 in this 
embodiment) or in an internal non- volatile memory inside a programmable logic 
circuit, and when the connection information is required, it is input to the 
programmable logic circuit. 

[0172.] Next, operations of the controller 3000 are explained below. 

[0173.] The transceiver 3059 of the controller 3000 takes in each of all messages 

transmitted on the transmission line 3080, and stores each message in itself. Further, 
the transceiver 3059 converts a frame of the message 3058 transmitted in a serial 
transmission manner to a frame of parallel-type data. Also, the taken-in message 3058 
includes a plurality of the condition-identifying portions. 

[0174.] To select a message necessary to the node including this controller 3000, the 

CPU 3050 selects the memory in which a pertinent receiving-condition is stored, out 
of the plurality of the memories provided in the registration part 3054, and writes the 
identifying number of the selected memory in the receiving-condition selecting 
register. Here, the registration part 3054 includes a plurality of memories, each 
memory storing the position of one of the condition-identifying portions in a message 
and a receiving-condition, or connection information (logic data) for one of logic 
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circuits implementing the comparison-processing function ( for example, the 
comparison processing function executed by each of the filtering circuits explained in 
the first to sixth embodiments). The programmable logic circuit 3051 reads out logic 
data stored in the selected memories, and composes the required logic circuit by itself 
as shown in Fig. 3 1 . 

[0175.] When the programmable logic circuit 3051 is informed of that the message 

3058 is taken-in by the transceiver 3059, the programmable logic circuit 3051 
compares the contents of the condition-identifying portions in the message 3058 with 
the receiving-conditions stored in the memory selected via the receiving condition 
selecting register 3053 according to the logic circuits connected to each other in the 
logic circuit 3051, and if it is determined that the agreement is established, the logic 
circuit 3051 transfers the message 3058 to the message-receiving buffer 3057. After 
the transfer of the message 3058 is completed, the logic circuit 3051 informs the CPU 
3055 that the message 3058 has been transferred to the message-receiving buffer 
3057. Since the above processing until this step is completed before the next message 
is taken in, a failure in the message-receiving does not occur. 

[0176.] Although the processing speed in the filtering of the received message in this 

embodiment is lower than that in exclusive filtering circuit used in each of the first to 
sixth embodiments, that speed in this embodiment is higher than that in the filtering 
by the DSP in the seventh embodiment. Therefore, this embodiment is also applicable 
to the filtering of a message with a comparatively short data length. 

[0177.] Moreover, since data stored in the memories 1 - n in the registration part 3054 

can be changed by the CPU 3055 via the receiving-condition selecting register 3053, 
the controller of the same hardware composition can deal with various types of 
message-formats or filtering functions. 

[0178.] Similar to the seventy embodiment, the transmission line 3080 can be replaced 

with any type transmission means such as a radio-transmission, an infrared ray 
transmission, etc. If another type transmission means other than the wire-type 
transmission is used, the transceiver 3058 corresponding to a physical layer of a 
seven-layer OSI (Open Systems Interconnection) structure is changed to a transceiver 
applicable to a transmission line of optical fiber, a radio-transmission, or an infrared 
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ray transmission. Moreover, a baseband transmission method, a broad-band 
transmission method, a diffusion spectrum transmission method, and so on can be also 
used to transmit a message on the transmission line 3080. 
[0179.J According to this embodiment, by using a programmable logic circuit, the 

flexibility of changing the filtering method, the changing being carried out in a plant, 
has been improved. That is, various comparison conditions can be easily selected and 
set in each controller in a plant at its site-point. 

The ninth embodiment: 

[0180.] In the first to eighth embodiments, it is determined based on the comparison 

results performed in the comparison means whether or not the received data is stored 
in the received-message storing part. In the method performed in the first to eighth 
embodiments, since it is necessary to read out the contents of the data registered in 
each registration part in turn for the comparison-processing, the comparison- 
processing may takes a long time if many items of data are registered in the 
registration part. In the ninth embodiment, to determine whether or not the taken-in 
message is stored in each node always at a high speed even if many items of data are 
registered in a registration part, this determination is performed only by referring to 
data stored at an address preset to the registration part, the address being designated in 
each condition-identifying portion in the received message. 

[0181.] Fig. 36 shows an example of the composition of each filtering circuit in a 

distributed control system of the ninth embodiment. The composition of the 
distributed control system and the composition of each processor are the same as 
those shown in Figs. 1 and 2 for the first embodiment. 

[0182.] The filtering circuit 3600 includes a message storing part 3603 for temporarily 

storing each taken-in one of all messages transmitted on a transmission line 3650, a 
received-message storing part 3605 for storing a message which it is determined to be 
stored based on the result of filtering-processing, registration parts A 3621 and B 3622 
for storing the receiving-conditions of messages which need to be stored in this 
processor, flag storing parts 363 1 and 3632 for latching items of data read out of the 
registration parts A 3621 and B 3622, a sent-message storing part 3606 for 
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temporarily storing a message to be sent by a CPU via an internal bus 3660 to the 
outside, and a control part 3604 for controlling the above circuits. 
[0183.] The control part 3604 converts a frame of the message 3058 taken-in from the 

transmission line 3650, which is transmitted in a serial transmission manner, to a 
frame of parallel-type data, and stores the converted message 3058 in the message 
storing part 3603. In this embodiment, each message transmitted on the transmission 
line 3650 includes at least two condition-identifying portions, and the position and the 
size of each condition-identifying portion are set to the condition-identifying-portion 
position setting register provided in the control part 3604 as shown in Fig. 5 for the 
first embodiment. 

[0184.] When the message 3610 is stored in the message storing part 3603, the control 

part 3604 reads out the data stored at the address designated by the content of the first 
condition-identifying portion A 3601, from the registration part A 3621. Also, the 
control part 3604 reads out the data stored at the address designated by the content of 
the second condition-identifying portion B 3602, from the registration part B 3622. 
Meanwhile, the storing parts for the condition-identifying portions A 3601 and B 
3602, which are provide in the message storing part 3603, are connected to address 
lines of the registration parts A 3621 and B 3602, respectively. 

[0185.] The control part 3604 refers to the respective items of the data a latched from 

the registration parts A 3621 and B 3602 via the flag storing parts 3631 and 3632, and 
determines whether or not the taken-in message 3610 is to be stored in the received- 
message storing part 3605 based on the respective referred items of the data. If it is 
determined that the taken-in message 3610 is to be stored, the message 3610 is latched 
in the received-message storing part 3603. 

[0186.] Fig. 37 shows the data compositions in the registration parts A 3621 and B 

3622 shown in the Fig. 36. In this embodiment, one of the addresses registered in each 
registration part is set to each condition-identifying portion in a message, That is, the 
contents of the condition-identifying portions A 3601 and B 3602 indicate the 
addresses in the registration parts A 3621 and B 3622, respectively. The memory 
capacity (the number of addresses) of each registration is larger than the number 
which can be expressed by the length of data set to the condition-identifying portion. 
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A flag indicating "effective" / "non-effective" for message-receiving is stored at each 
address in each registration part. The flag indicating "effective" / "non-effective" for 
message-receiving is used for determining whether or not a message is to be stored in 
the received data storing part 3605, and if the flag indicates "1", the control part 
executes the determination-processing to the address designated by each condition- 
identifying portion, and vice versa. A flag can be freely registered in an address in 
each registration part by the CPU via the internal bus 3660. 

[0187.] The address set to each condition-identifying portion and registration part 

corresponds to the registered data stored in each registration part in the first 
embodiment. By allocating information such as sensor data, a message-receiving 
node, and so on to each address of each registration part in advance, if a flag 
indicating "effective" / "non-effective" for message-receiving is set as "1" at the 
address of information to be received by a node, the node can fitter the received 
message only by referring to the flag at the address indicated each condition- 
identifying portion in the taken-in message. 

[0188.] In the following, an example of the filtering operations performed in the 

filtering circuit 3600 will be explained for the case in that some node receives data set 
to this node which is sent from a node D of a host computer. 

[0189.] In this case, it is assumed that and are set to the condition-identifying portion 

A 3601 indicates data set to a node, and the condition-identifying portion B 3602 
indicates a message-sending node, respectively, and that the kind of the data sent from 
the node D and the node D are allocated to the addresses "00000004(H)" in the 
registration part A and "00000007(H) in the registration part B, respectively. Further, 
as for the flags indicating "effective" / "non-effective" for message-receiving, "1" is 
set at the addresses "00000004(H)" in the registration part A and "00000007(H) in 
the registration part B. 

[0190.] The filtering circuit 3600 takes in each of messages on the transmission line 

3650 in turn, and reads an address set to each condition-identifying portion in the 
taken-in message. Further, the flag at the address set to the corresponding registration 
part is read out. Thus, the control part 3604 can recognizes that the taken-in message 
is sent from the node D of the host computer, determine that the received message is 
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to be received in this node, and last transfers the received message to the received- 
message storing part 3605. 

[0191.] Accordingly, since the message-sending conditions of the taken-in message are 

recognized only by referring to flags set at the addresses indicated by the contents of 
the condition-identifying portions in the taken-in message, the filtering circuit 3600 
can perform the message- filtering at a high speed. That is, according to this 
embodiment, the number of referring to data stored in each registration part is only 
one, which makes it possible to perform the message- filtering at a high speed even if 
many items of data are stored in each registration part. In addition, since the operating 
time of each filtering circuit in the distributed control system is greatly reduced, the 
power consumption can be also greatly reduced. 

[0192.] In this example, although the number of the condition-identifying portions in a 

message is two, this number is not restricted, but optional. Also, the registration parts 
of the same number as that of the condition-identifying portions are provided in this 
example. However, since the registered data used in the first to eighth embodiments 
are allocated to addresses in each registration part in this embodiment, by connecting 
the condition-identifying portions A 3601 and B 3602 to the upper-address region and 
the lower-address region in one registration part, it is also possible to determine 
whether a received message is to be stored in the received-message storing part 3605 
by referring to a flag set at an address in the one registration. Therefore, the number of 
the registration parts need not be accorded to the number of the condition-identifying 
portions, and the filtering circuit 3605 of this embodiment can be composed of one 
registration part. 

[0193.] Moreover, although the above-mentioned address-referring method is 

implemented for all the condition-identifying portions in a message, it is also possible 
to combine the address-referring method and the condition-comparing method 
performed in the first to eighth embodiments. An example of this combinational 
method is explained below. 

[0194.] Fig. 38 showing an example of the composition of a filtering circuit using a 

combination of an address-referring method and the condition-comparing method. 
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[0195.] The filtering circuit 3800 includes a registration part B 3822 for storing 

message-receiving conditions of messages to be stored in a received-message storing 
part 3805 and a comparison part 3832 for comparing a condition-identifying portion 
3802 in a received message 3810 with the message-receiving conditions registered in 
the registration part 3882. The composition of the filtering circuit in this example is 
the same as that shown in Fig. 36 except for the circuits for the condition-comparing 
method. The data composition in the registration part B 3822 is the same as that in the 
registration part shown Fig. 4 in the first embodiment. 

[0196.] The control part 3804 converts a frame of the message 3810 received from the 

transmission line 3850, which is transmitted in a serial transmission manner, to a 
frame of parallel-type data, and stores the converted message 3810 in the message 
storing part 3603. In this example also, each message transmitted on the transmission 
line 3850 includes at least two condition-identifying portions, and the position of each 
condition-identifying portion is predetermined. Further, the data indicating an address 
in the registration part A 3821 is set to the condition-identifying portion A 3801, and 
information on a message-receiving condition such as the data-kind, the identifier of a 
message-receiving node, and so on is set to the condition-identifying portion B 3802 
as set in the first to eighth embodiments. 

[0197.] When the message 381 0 is stored in a message storing part 3803, a control part 

3804 latches data stored at the address indicated by the content of the condition- 
identifying portion A 3801 from the registration part A 3821 into a flag storing 3831. 
the register storing the content of the condition-identifying portion A 3801, which is 
provided in the message storing part 3803, is connected to the address line of the 
registration part A 3821. Further, the control part 3804 sends the comparison part 
3832 an instruction such that the comparison part 3832 compares the content of the 
condition-identifying portion B 3802 with the registered data in the registration part B 
3822, and the comparison part 3832 searches the registered data in the registration 
part B 3822. Furthermore, if the comparison part 3832 finds an item of the registered 
data, which agrees with the content of the condition-identifying portion B 3802, the 
comparison part 3832 sends "1" to the control part 3804, otherwise, sends "0" to the 
control part 3804. 
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[0198.] Fig. 39 shows the data composition of the registration part A shown in Fig. 38. 

In this example, the addresses in the registration part A 3821 includes the address set 
to the condition-identifying portion A 3801, and the memory capacity ( the number of 
addresses) of the registration part A 3821 is larger than the number which can be 
expressed by the length of data set to the condition-identifying portion A 3801 . A flag 
indicating "effective" / "non-effective" for message-receiving is stored along with a 
flag indicating "effective" / "non-effective" for comparison-processing performed in 
the comparison part 3832 at each address in the registration part A 3821. The flags 
and the message-receiving conditions can be freely registered in the registration parts 
A 3821 and 3822, respectively, by the CPU via the internal but 3660. 

[0199.] The control part 3804 refers to the data stored at the address indicated by the 

content of the condition-identifying portion A 3801 via the flag storing part 3831, the 
data stored at the address being latched from the registration part A 3821, and 
determines whether or not the message 3810 is to be stored in the received-message 
storing part 3605 based on the contents of the flags and the comparison result in the 
comparison part 3822. If the result of the determination is positive, the message 3810 
stored in the message storing part 3803 is transferred to the received-message storing 
part 3605. 

[0200.] The flags indicating "effective" / "non-effective" for comparison-processing 

performed in the comparison part 3832 are used for the determination of whether or 
not the comparison result in the comparison part 3822 is taken into account when 
determining the transferring of the message 3810 to the received-message storing part 
3605. If the flag indicating "effective" / "non-effective" for comparison-processing 
indicates "1", the message 3810 is not stored in the received-message storing part 
3605 when the comparison result in the comparison part 3822 indicates 
"disagreement" even if the flag indicating "effective" / "non-effective" for message- 
receiving indicates "1". 

[0201.] Furthermore, it is determined based on the truth-table shown in Fig. 40 

whether or not the message 3810 is to be stored in the received-message storing part 
3805. That is, if the flag indicating "effective" / "non-effective" for message- 
receiving, this flag being latched in the flag storing part 3831, indicates "0", the 
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message 3810 is abandoned. Further, if the flag indicating "effective" / "non- 
effective" for message-receiving indicates "1", and the flag indicating "effective" / 
"non-effective" for comparison-processing indicates "0", the message 3810 is stored 
in the received-message storing part 3805 regardless of the comparison result in the 
comparison part 3832. Furthermore, if the flag indicating "effective" / "non-effective" 
for message-receiving indicates "1", and the flag indicating "effective" / "non- 
effective" for comparison-processing indicates "1", the message 3810 is stored in the 
received-message storing part 3805 only when the comparison result in the 
comparison part 3832 is "1" (agreement). Although the number of the comparison 
part is one in this example, more than one comparison parts can be provided in the 
filtering circuit 3800, which can deal with more complicated filtering conditions. 
.] As mentioned above, according to the message filtering method of this 

example, if many items of conditions is to be set to some condition-identifying portion 
(for example, the case in that the number of nodes connected to the transmission line 
is very large, and the identifier should indicate a large number of message-sending 
nodes), by applying the address-referring method to such a condition-identifying 
portion, and the condition-comparing method to a condition-identifying portion to 
which one of a few kinds of conditions are set, the speed of the message filtering can 
be increased. 

.] In accordance with the present invention, by providing a filtering circuit for at 

least two message-sending conditions included in a taken-in message in each node, 
and registering message-receiving conditions for this node in the filtering circuit, one 
of the at least two message-sending conditions including the condition of designating 
or non-designating of a message-receiving node of the message, the transmission- 
processing of a message taken-in from a transmission line need not be processed by a 
CPU. Moreover, does not affect processing of an application program executed by the 
CPU, which can greatly reduce the computing load of the CPU. Thus, each controller 
in a distributed control system can be composed by using cheap CPUs. 

.] In addition, different types of messages such as control data, information data, 

etc., can be safely transmitted together on the same transmission line, and different 
types of transmission methods such as the broad-cast transmission method, the one-to- 
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one transmission method, and so on can be used together. Thus, the efficient and 
flexible transmission has been realized. 
[0205.] Accordingly, an engineer can design a distributed control system, and develop 

application programs for this control system, separate from programs for the message- 
transmission, which can greatly improve the efficiency of developing the application 
programs. 
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